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New mandatory data breach notification scheme 

06 February 2018 NAT 002/18

 
Who is affected? 

The NDB scheme applies to all organisations 

who are subject to the existing requirements 

under the Privacy Act, if they also have an 

annual turnover of more than $3 million, and 

experience an “eligible data breach”. 

Generally, most small businesses with an annual 

turnover of less than $3 million will not have to 

comply with the Privacy Act and therefore with the 

NDB. However, there are exceptions. 

A small business with an annual turnover of 

$3 million or less will have to comply with the 

NDB if it is: 

• a health service provider; 

• trading in personal information (e.g. buying or 

selling a mailing list); 

• a contractor that provides services under a 

Commonwealth contract; 

• a reporting entity for the purposes of the Anti-

Money Laundering and Counter-Terrorism 

Financing Act 2006 (Cth); 

• an operator of a residential tenancy 

database; 

• a credit reporting body; 

• employee associations registered or 

recognised under the Fair Work (Registered 

Organisations) Act 2009 (Cth); 

• businesses that conduct protected action 

ballots; 

• businesses that are related to a business that 

is covered by the Privacy Act; 

• businesses prescribed by the Privacy 

Regulation 2013; or 

• businesses that have opted in to be covered 

by the Privacy Act. 

If your organisation has an annual turnover of 

$3 million or less and meets one of the above 

criteria, the NDB will apply to your organisation 

or some aspects of it. 

What is an eligible data breach? 

An eligible data breach occurs where: 

1. There is unauthorised access to, or 

unauthorised disclosure of personal 

information, or a loss of personal information, 

that an organisation holds; and 

2. This is likely to result in serious harm to one 

or more individuals. 

Note: If the organisation takes remedial action 

that prevents the likelihood of serious harm, then 

the breach is not an eligible data breach. 

SUMMARY 

From 22 February 2018, all organisations with an annual turnover of more than $3 million and existing 
obligations under the Australian Privacy Act 1988 (Cth) (Privacy Act) will need to comply with the new 
mandatory data breach notification scheme. This is called the Notifiable Data Breach (NDB) scheme. 

The following advice may assist you in finding out more about whether the NDB scheme will affect 
your business. It is not legal advice or opinion. 
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Assessment of a breach 

Where an organisation has reason to suspect 

that an eligible data breach may have occurred, 

the organisation is required to undertake a 

reasonable assessment of the circumstances. 

Once an organisation becomes aware of a 

potential breach, it has up to 30 days to assess 

whether the breach has occurred. 

Notification of a breach 

If an organisation has reasonable grounds to 

believe they have experienced an eligible data 

breach, the organisation must notify the Office of 

the Australian Information Commissioner (OAIC) 

and affected individuals. 

Note: The form for notifying the OAIC of eligible 

data breaches can be found here.  

The organisation has the flexibility to notify 

affected individuals in the following ways: 

1. Notify all individuals whose personal 

information is involved in the eligible data 

breach; or 

2. Notify only the individuals who are at likely 

risk of serious harm; or 

3. Publish a notification, and publicise it with  

the aim of bringing it to the attention of all 

individuals likely at risk of serious harm. 

Failure to comply 

Failure to comply with an obligation will be 

deemed to be an interference with the privacy of 

an individual for the purposes of the Privacy Act. 

This will engage the OAIC’s existing powers to 

investigate, make determinations and provide 

remedies in relation to non-compliance with the 

Privacy Act. This includes the capacity to 

undertake OAIC initiated investigations, make 

determinations, seek enforceable undertakings, 

and pursue civil penalties for serious or repeated 

interferences with privacy. 

In the case of serious or repeated non-

compliance, the OAIC can also apply to a court 

to impose a civil penalty. Serious or repeated 

interferences with the privacy of an individual 

may attract a maximum penalty of $420,000 for 

individuals and $2.1m for bodies corporate. 

What happened before? 

Organisations were subject to privacy 

protections which deal with serious data 

breaches under the Privacy Act. 

The OAIC also established a voluntary data 

breach notification scheme and published 

guidelines about appropriate data breach 

notification practices. However, the OAIC is  

of the view that data breaches have been 

underreported in Australia. 

Additional new regulation to consider 

In addition to the NDB, a similar regime is being 
introduced through the European Union’s 
General Data Protection Regulation (GDPR) 
which will commence on 25 May 2018.  

The GDPR will apply to organisations that 
process and hold the personal data of 
European citizens, irrespective of the 
organisation’s location. 

So even for Australian organisations that may 
be exempt from the NDB, the GDPR may still 
apply where they operate in Europe or have 
European customers.  

For the most serious breaches of the GDPR, 
organisations can be fined up to 4% of their 
annual global turnover or €20 Million.  

Further information about the GDPR can be 
found here. 

Other sources of information 

The information about the NDB was sourced 

from the relevant Minister’s Second Reading 

Speech, Explanatory Memorandum to the Bill 

and material from the OAIC. Further information 

about the new legislation is available here. 

The OAIC has also produced some resources 

for organisations to prepare for the new scheme, 

including guidelines and a recorded webinar. 

Further information on this can be found here. 

A recording of Ai Group’s webinar on the NDB with 

industry expert DXC Technology can be accessed 

here (available soon after 20 February 2018). 

https://forms.uat.business.gov.au/smartforms/landing.htm?formCode=OAIC-NDB
https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules_en
http://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query=Id%3A%22chamber%2Fhansardr%2Fbb53e009-91c0-438a-af01-a60fc481fdbf%2F0013%22
http://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query=Id%3A%22chamber%2Fhansardr%2Fbb53e009-91c0-438a-af01-a60fc481fdbf%2F0013%22
http://parlinfo.aph.gov.au/parlInfo/download/legislation/ems/r5747_ems_ed12b5bb-d3b3-4a6a-9536-53bb459a00df/upload_pdf/6000003.pdf;fileType=application%2Fpdf
https://www.legislation.gov.au/Details/C2017A00012
https://www.oaic.gov.au/privacy-law/privacy-act/notifiable-data-breaches-scheme
https://www.aigroup.com.au/policy-and-research/businesspolicy/cyber-security/
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Do you require further advice? 

For further information about the implications  
of the NDB for your business, you may need to 
seek independent legal and cyber security 
advice. 

For information regarding workplace advice and 
services associated with internal data breaches 
within your business, contact: 

Head of Workplace Relations Consulting, 
Legal Practice Director:   
Michael Mead – 02 9466 5538 

Senior Adviser Workplace Relations, Legal 
Practice Director:   
Frances Thomas – 02 9466 5545 

 

Tony Melville 
Head of Communications 
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