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About Ai Group
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country’s only truly national employers’ organisation.
Ai Group represents the interests of more than 60,000 businesses employing
more than 1 million staff. Our longstanding involvement with diverse industry
sectors including manufacturing, construction, transport, labour hire, mining
services, defence, airlines and ICT means we are genuinely representative of
Australian industry.
With more than 250 staff in offices across NSW, QLD, SA, VIC and WA, we have
the resources and the expertise to meet the changing needs of our members.
We provide the practical information, advice and assistance you need to run
your business more effectively.
Ai Group also offers members a voice at all levels of government through our
policy leadership and influence. Our deep experience of industrial relations and
workplace law positions Ai Group as the leading advocate on behalf of
enterprises large and small across Australia.
We intrinsically appreciate the challenges facing industry and remain at the
cutting edge of policy debate and legislative change – and strategic business
management.
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Foreword
The imperative to “disrupt or be disrupted” keeps a lot of CEOs up at night. Accelerating change,
advancing technology and new business models are sources both of opportunity and threat for
established businesses, with a disruptive new competitor never more than one startup away. If
Australia’s businesses are going to thrive and deliver employment and prosperity to the community,
they need to make the most of emerging technologies. While the NBN has properly received a lot of
attention, including in Ai Group’s 2013 The Business End of Broadband report, high speed broadband
is just one of these.
Compounded with this, the most recent WannaCry ransomware attack is a huge wake up call for
businesses to seriously elevate the importance of cyber security as a modern risk management issue.
Ai Group’s new Business Beyond Broadband report sets out the state of play using our national CEO survey on business use of,
investment in, and plans for digital technologies. We also have a range of practical recommendations for how businesses and
governments can better drive growth and get ahead of the digital curve.
Disruption can bring many benefits, but it can also be intensely painful for some – and technology is not the only cause. Across
much of the developed world there is a backlash against changes to the economy, driven both by technology and trade, that
have left some parts of society without prosperity or security. Newly disadvantaged people resent the perceived “insiders” and
“outsiders” they believe are doing better. Australia is not yet seeing as strong a backlash as other nations, possibly because we
avoided the Great Recession. But we are clearly affected by the same nostalgic desire to return to a pre-globalisation status
quo by putting up walls against the movement of goods, investment and people.
There are immense risks in all this – to business, to growth, and to the institutions that underpin the economic and political
order. But the underlying grievances are legitimate and in a democracy they must be taken seriously. People are hurting and
are not convinced that the economy and the political system are delivering for them. They are not confident that new jobs and
future opportunities will be open to them and they do not like being taken for granted.
Against this background, disruptive innovation and the digitally enabled economy take on a new significance. The prospect of
whole industries disappearing or transforming beyond recognition raises the prospect of an even more serious backlash. One
reading of recent upheavals across the developed world is that you cannot airily wave goodbye to big parts of industry – and
the good jobs that go with it – without political repercussions.
The solution is not to clamp down on change or try to preserve our economy in amber. Insulating ourselves from new waves
of technological change is probably impossible, and would deny us immense potential benefits. Instead Australia needs to reexamine how change is managed. Government and business have responsibilities to recognise and respond to the costs of
transition, not just the benefits of a new equilibrium. We must not leave people behind, but equip them to participate fully in
the higher-skilled workforce that we need. And the history of industrial revolutions highlights the importance of addressing
inequality appropriately to ensure Australia will not be one of the unlucky countries that fall behind.
The first industrial revolution, powered by steam, brought immense benefits but also massive dislocation to farmers and
craftspeople. The later revolutions of electrification and computerisation were accompanied by a stronger social safety net.
Today a fourth industrial revolution is underway as physical and digital systems become deeply interconnected. This
transformation will bring massive change to our industrial structure, the ways we work, and the ways we do business.
The challenge for Australia is to achieve inclusive growth as we make the most of the digitally enabled economy. We will only
succeed by working together as a community, not as divided nation.

Innes Willox
Chief Executive
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Executive Summary
Australia is still transitioning from the resources
investment boom, and businesses are diversifying their
investments and activities to remain sustainable and find
growth.

The digitally enabled economy has become a crucial driver
of growth and accelerating change, built on digital
technologies which are becoming ever more pervasive in
business.
The continuing National Broadband Network (NBN)
rollout by operator nbnco will underpin new technologies
like the Internet of Things (IoT), cloud computing, data
analytics, big data and machine-to-machine (M2M)
communication. The convergence of these technologies
and the tight connection they enable between the
physical and virtual worlds is fostering what many call “the
fourth industrial revolution”.
These technologies are enabling new business models
that disrupt existing approaches. There has been a
dramatic increase over the past three years in the number
of digitally enabled startup businesses with billion-dollar
valuations, the so-called “unicorns” pursued by venture
capital investors. Individuals are also leading aspects of
the digital charge, from social media to crowd funding and
user-generated content.
In this context, Ai Group’s national CEO surveys asked
businesses about both the general business outlook, and
their use of, investment in, and plans for digital
technologies. This report highlights key findings from our
surveys and other relevant sources, and makes
recommendations on how to support the growth of
Australia’s digitally enabled economy.
Ai Group’s 2013 The Business End of Broadband report
similarly addressed digital technology investment, with a
particular focus on business preparedness for and
expectations of the NBN. At that time the NBN rollout
model was heavily contested, with the newly elected
Coalition Government starting a major reorientation.
Three years and another Federal election later, there is
bipartisan support for digital readiness initiatives and the
NBN rollout has advanced – but debate over the NBN
model continues.
In our more recent survey, we have found that digital
technologies have certainly advanced since our 2013
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report. The challenge for businesses is whether they have
been able to keep up with this change.
Commercial impact from use of digital technologies
As part of our analysis, we examined if correlations could
be deduced between use of digital technologies and
improved productivity. Interestingly, we found that there
is a likely correlation between businesses that use digital
technology and improved gross profit margins.
Conversely, businesses that did not use any digital
technology likely had lower gross profit margins.
Types of internet access
Since our last broadband report in 2013, the technology
mix for internet access has changed, enabling faster
internet speeds and greater volumes of data downloads.
Our survey found that more than 80% of businesses access
the internet via ADSL, with wireless broadband popular
with almost half of businesses.
The NBN
Despite recent acceleration the bulk of the NBN rollout
remains to be completed in most regions, and our survey
found only a small proportion of businesses have an NBN
connection. Regional areas remain underserved for high
speed broadband compared to their metropolitan
counterparts. Achieving the goals in nbnco’s current plan
will be critical to meet customer expectations, bridge the
digital divide for underserved regions, and bring down
barriers to global competitiveness.
A significant 59% of businesses surveyed are willing to pay
for faster internet services, suggesting that strong
business uptake is likely as NBN availability expands.
Continuing to accelerate the NBN roll-out is critical to
meeting business needs. Despite recent activity, Australia
remains far behind in global broadband speed rankings,
and may be slipping further. The deployment needs
continuing scrutiny against benchmarks including easing
regional constraints, meeting business demand,
affordability, and business benefits and use.
In addition, nbnco communication should ensure that
businesses are clearly aware of the rollout as well as the
real business benefits of the NBN to encourage business
uptake. Further work is needed by the Australian
Government, nbnco and industry to describe and
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communicate business approaches to making the most of
broadband, including through case studies.
Internet service interruptions
Concerningly, our survey found frequent internet service
interruptions for 20% of businesses overall and 40% in
regional areas. Manufacturing, mining services and
medium sized businesses were particularly affected.
There may be substantial economic costs from
interruptions to such an essential service, given increasing
business reliance on online platforms. The costs of
internet service interruptions and progress in reducing
them (including in regional areas) should be regularly
reviewed. This is a roadblock to economic opportunity and
contributor to a digital divide. The NBN rollout is the prime
opportunity to remedy this.

Big data
Data is the lifeblood of the digitally enabled economy.
Businesses that made use of big data experienced an
average 16% growth in gross profit margin over the year,
yet only 7% of Australian businesses made significant use
of big data. Given the increasing generation and value of
data in the new economy, use of big data is a potential
area for significant growth.
Ongoing review by Australian businesses should increase
their use of big data to develop business insights, derive
real business value, and be globally competitive against
more data-driven companies. Our survey results suggest
most are yet to maximise their potential in this regard.
The Internet of Things

Mobile applications

Most businesses are yet to realise and maximise the
benefit of IoT.

Mobile phone penetration and use in Australia is among
the highest in the world. 58% of Australian businesses
surveyed used mobile applications, which is relatively high
internationally. These businesses achieved an average
3.2% increase in gross profit margins over the year.

For manufacturers, the relatively low use of networked
technologies (as proxies to IoT) suggests that they are still
at the early stages of embracing the technological
foundation for the new manufacturing vision often
referred to as “Industry 4.0”.

Those businesses who did not use mobile applications saw
an average 2.8% drop in their gross profit margin over the
year, suggesting there is a potentially untapped
opportunity.

Businesses need to look for opportunities to invest in and
maximise the use and benefit of IoT and related digital
technologies. Public support may be beneficial, including
through: business capability policies such as the
Entrepreneurs’ Programme and facilitating collaboration
with universities, Data61, other research institutions, and
other businesses.

Cloud computing
Cloud computing is an important productivity enhancing
technology, used by 42% of Australian businesses. This is
already significant and there is further potential for
growth, especially in conjunction with high mobile
penetration and use. These businesses experienced an
average of 5% growth profit margins over the year. Those
businesses not using cloud computing saw an average 2%
reduction in profit margins.
While Australian business use of cloud computing and
cloud enabled technologies is projected to grow, it is
important that local laws and regulations do not unduly
inhibit this. Ongoing review is needed of the
implementation of data retention and other regulations to
ensure that these policies do not play a role.
In addition, strong and accessible digital infrastructure,
including faster fixed and mobile broadband networks, is
needed to support growing business demand for cloud
computing.
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The disappointing recent closure of the Industry Skills
Fund leaves a gap in support for building workforce digital
skills and this gap should be rectified.
Online presence
Most businesses surveyed have a website. However, it is
alarming that 7% of businesses still lack a website. ABS
data suggests the problem may be even worse.
While having a website does not appear to boost business
profits, they are essential to help businesses remain
competitive. But it is not just those without a website who
are disadvantaging themselves.
Businesses will also need to ensure that their online
presence is visible and accessible given current usage
trends, including through mobile-friendly design, search
engine optimisation and a social media strategy.

7

eCommerce
44% of businesses surveyed are not generating revenue
from online sales. There is scope to substantially reduce
this number.
Businesses should look into increasing their eCommerce
skills, including in social media, and make use of external
support to do so. For instance, Google’s Digital Garage is a
freely available online training tool focused on digital
marketing. Existing public initiatives such as the
Entrepreneurs’ Programme and Digital Business Kits also
support businesses to increase their capabilities.
Cyber security
Cyber security threats are a growing risk management
issue for many businesses. These threats are continually
growing and evolving.
Despite this, use of and investment in cyber security
technology is a relatively low priority for many businesses.
Our survey did not define the term and we can assume
most businesses have access to basic cyber security
protections such as off-the-shelf antivirus software or
security features of standard operating systems.
However, 78% of respondents reported that they did not
use cyber security technology and just 13% saw cyber
security as a barrier to new digital investments. This
appears to be in stark contrast to trends overseas, as
reported by The Boston Consulting Group and McKinsey
Digital.
Businesses need to increase their cyber security skills,
capabilities and investment as a matter of urgency. This
entails elevating cyber security as a risk management
issue for the boardroom and having proper systems in
place, including staff training, governance and technology.
Businesses could benefit from Government and industry
support in increasing their cyber security skills and
capabilities. We welcome working with Government and
industry to raise business awareness and facilitate
business access to appropriate experts and existing
initiatives for cyber security.
Commercial impact
technologies

from

investment

in

digital

Our analysis found a likely correlation between stronger
revenue growth and investment in digital technologies.
Businesses that maintained investment showed average
revenue growth of 5%, while those that increased
investment grew revenue at 4%. Those that did not invest
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saw an average decline in revenue of 3%. This suggests
that businesses cannot cut back on their digital technology
investment and expect to grow.
Extent of investment in digital technologies
Planned investment in digital technologies was expected
to increase from 29% of businesses in 2015 to 41% in 2016
and help to improve future business use of digital
technologies.
Interestingly while manufacturers to date have been less
likely than services businesses to invest in digital
technologies, their digital investment appears to be
growing more rapidly.
Extent of investment in new technologies
Overall business spending on new technologies more
generally has been on an upward trend from 2012 to
2016, highlighting the importance of this investment amid
intensifying global competition and a rapidly changing
market.
Investment drivers
Customer service, productivity gains and competitiveness
were clear drivers for business investment in digital
technologies in 2015 to 2016. However, many businesses
are yet to realise the benefits from collaboration, new
markets and new services, enabled through digital
technology investment.
And while digital capabilities and investment can drive
growth, there appears to be a disconnect between these
opportunities and businesses’ strategies to achieve
growth.
Our findings suggest businesses including in
manufacturing may benefit from access to leadership
resources to help them realise the potential value of
digital technologies. This could include case studies and
study tours of relatable businesses, peer-to-peer
leadership collaboration and sharing of knowledge and
experiences, and expert guidance to help businesses take
the digital transformation journey. Governments could
assist industries including in manufacturing through
prioritising and integrating this in existing Government
supported initiatives such as the Entrepreneurs’
Programme, Industry Growth Centres, Prime Minister’s
Industry 4.0 Taskforce, universities, Data61 and other
research institutions. A further study to investigate and
benchmark Australian manufacturing competitiveness in
Industry 4.0 adoption would also be informative.
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Investment inhibitors

Skills and training

Employee skills, costs, perceived lack of relevance and
slow internet were major reasons that inhibited
businesses from investing in digital technologies.
Surprisingly few businesses attributed cyber security as a
major inhibiting factor.

Most businesses in our survey are prepared to digitally
upskill their workforce through training or recruitment. A
minority will be outsourcing digital functions. Alarmingly,
17% of businesses plan to do nothing to improve
technology skills.

Our findings suggest incentives could be created to
encourage businesses to take risks to determine how
investment in technologies can benefit their business and
people. Options include grants or tax concessions for
investment in digital transformation, including
demonstration projects.

Initiatives like the Industry 4.0 higher apprenticeships
project – a partnership between Siemens, Swinburne and
Ai Group – will certainly help the future workforce.

R&D Expenditure
We have found business spend on R&D is growing.
Integrating this with digital technologies investment could
increase the resulting innovation.
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Other public programs targeted at improving employee
skills in use of workplace technology will help businesses
and people transition and develop their capability in the
immediate term.
Complementing this, businesses need to realise the
importance of understanding better the longer term
benefits of digitally upskilling staff. Government initiatives
(such as the Entrepreneurs’ Programme and Industry
Growth Centres) could be avenues of support.
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1 Introduction
Ai Group conducts annual CEO surveys towards the end of
each year which ask businesses about the general business
outlook. On this occasion, the surveys also asked about
their use of, investment in, and plans for digital
technologies. This report highlights key findings from the
surveys and other relevant sources, and makes
recommendations on how to support the growth of
Australia’s digitally enabled economy.
This report also builds on Ai Group’s 2013 The Business End
of Broadband report which similarly addressed digital
technology investment with a particular focus on business
preparedness for and expectations of the National
Broadband Network (NBN). At that time the NBN rollout
model was heavily contested, with the newly elected
Coalition Government starting a major reorientation.
Three years and another Federal election later, there is
bipartisan support for digital readiness initiatives and the
NBN rollout has advanced – but debate over the NBN
model continues.

This report examines how Australian businesses are
responding to these technologies and where further
attention may be required.
Chapter 2 summarises our key findings from our survey on
business use of digital technologies, and associated
business plans and strategies.
Chapter 3 provides context on current economic
conditions in Australia, Australia’s digital competitiveness
compared to other countries, the broader challenges and
opportunities for businesses in the digitally enabled
economy, and the state of digital technology progress in
the world.
Appendices A and B provide further information about our
survey.
Appendix C provides our Australian summary of the World
Economic Forum’s 2016 Global Information Technology
Competitiveness Report.

Digital technologies are becoming ever more embedded in
the economy and society, and the pace of change is
accelerating. For example, affordable and internet-capable
smartphones have become near-universal in Australia
since the iPhone launched here almost a decade ago – and
mobiles have become a platform and enabler for further
waves of change through apps and services.
Looking beyond mobiles, the Internet of Things (IoT), cloud
computing, data analytics, big data and machine-tomachine (M2M) communication are evolving and, in some
cases, becoming more mainstream and connected in the
business world.
The continuing NBN rollout by operator nbnco will
underpin the take-up of these and other emerging
technologies and applications by more users.
These technologies are not just being adopted – they are
enabling new business models that disrupt existing
approaches. There has been a dramatic increase over the
past three years in the number of digitally enabled startup
businesses with billion-dollar valuations, the so-called
“unicorns” enabled by venture capital investors.
Individuals are also leading aspects of the digital charge,
from social media to crowd funding and user-generated
content.
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2 Our findings
2.1

Summary of previous survey results

Ai Group’s The Business End of Broadband survey report on
business readiness for the NBN and other digital
technologies was released in 2013 amid a series of reviews
of the NBN and before the adoption of the Coalition
Government’s mixed technology model.
The report showed that while businesses were generally
aware that introducing high speed broadband was
beneficial, there was a general lack of preparedness and a
degree of scepticism about the specific business benefits,
as well as the proposed timing of the NBN rollout. It was
mainly larger businesses who perceived potential benefits
from a fast broadband network.

2.2

State of business use of digital
technologies

Digital technologies have advanced since our previous
survey; section 3.5 briefly outlines the background and
current status of key technologies. The challenge for
businesses is whether they have been able to keep up with
this change. Chart 1 below summarises their situation in
our latest survey.
Chart 1: Australian business use of digital technologies (%
of businesses)

The majority of businesses had not begun preparing to
utilise the NBN, largely due to perceptions that the NBN
would not be available to them in the short to medium
term and that businesses were not a priority for the NBN
in the rollout. Around 60% of businesses surveyed were
satisfied with their current infrastructure, with outer urban
and regional businesses most likely to be dissatisfied.
Businesses envisaged that using high-speed broadband
would better support business applications like cloud
computing
and
videoconferencing,
improving
collaboration within their business and with suppliers and
partners, and allowing far larger exchanges of data.
However, small and medium-sized enterprise (SME)
businesses were lagging large businesses in the use of
mainstream business applications like cloud computing,
remote back-ups and videoconferencing, suggesting
considerable room for further growth.
Businesses had divergent views about the merits of
different NBN models, and also differing needs. Not all
businesses wanted or needed a fibre-to-the-premises
(FTTP) service. A significant number of businesses were
sceptical about the benefits of high-speed broadband to
their business. A quarter of respondents either rated it as
not at all important to their business over the next two to
three years or indicated that they did not know. A further
16% of respondents considered that there was nothing
they could do over high-speed broadband that they could
not do over their current network. Nearly a third of
businesses reported that they did not envisage preparing
for the NBN rollout at all.
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2.2.1

Commercial impact from use of digital
technologies

There is a likely correlation between businesses that
use digital technology and improved gross profit
margins. Conversely, businesses that did not use any
digital technology likely had lower gross profit
margins.
As part of our analysis, we examined if correlations could
be deduced between use of digital technologies and
improved productivity.
Interestingly, we found that there is a relationship
between businesses that use digital technology and
improved gross profit margins. Basic regression analysis
indicates that those businesses that did not use any of the
digital technologies surveyed had about 14% lower gross
profit margins. A descriptive analysis of the data was
performed to breakdown the impact of individual digital
technologies on gross profit margins.
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Chart 2: Impact of digital technology use on gross profit margins

Source: Ai Group

It should be noted there may be numerous reasons for
changes in gross profit margins apart from the use of digital
technologies. These data reveal trends in businesses that
did or did not use employee-specific digital technologies.
A technology not covered further, but worth mentioning
for completeness, is videoconferencing. In the sample,
businesses that employed videoconferencing technologies
had around a 6.4% increase in gross profit margins during
the year. Conversely, businesses that did not use
videoconferencing had around a 6.6% reduction in gross
profit margins. This could be explained by the travel cost
reductions
and
greater
collaboration
that
videoconferencing offers; or causation could run the other
way, with more profitable businesses being more able to
afford to invest in videoconferencing capability; or both
markers could be caused by a third variable. Overall, we
find it very plausible that businesses who fail to invest in
relevant digital technologies will likely see lower relative
performance and competitiveness.

2.2.2

Internet access

Type of internet access
More than 80% of businesses access the internet via
ADSL, with wireless broadband popular with almost
half of businesses. Only 8% of businesses had an NBN
connection. Regional areas still remain underserved
for high speed broadband compared to their
metropolitan counterparts.
Ai Group’s survey found that ADSL is the dominant
technology for business internet access, used by 82% of
businesses. 49% of all businesses use wireless broadband.
On an industry level, services businesses (61%) are the
most likely users. Also, large businesses (58%) are more
likely to use wireless broadband than SMEs.
Only 8% of surveyed businesses said they had an NBN
connection in 2015, likely because while the NBN rollout
has progressed it remains limited. A small number of
businesses had a satellite connection (5%) or dial up
connection (2%). Regional businesses also had significantly
lower access to high speed internet such as ADSL (76%) and
wireless (40%) internet connections compared to their
metropolitan based counterparts.
By contrast, for the Australian community as a whole,
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Australian Bureau of Statistics (ABS) data suggests that
broadband access is almost equally divided between DSL
and mobile wireless.1
Chart 3: Australian business internet access (% of
businesses)

Source: Ai Group

interruptions (compared to 16% in urban areas).
On the other hand, businesses that reported the fewest
problems with internet connections displayed the
following commonalities:
 Relative to their sector, services businesses appeared to
benefit the most, with only 9% stating they had frequent
service interruptions and 31% stating they had no
interruptions. In contrast, less than 10% of businesses in
each of the other sectors reported no interruptions. This
is likely to be very important for services businesses since
their activities are becoming more dependent on reliable
internet services.
 Businesses based in urban areas were more likely to
have no interruptions (14%) or infrequent interruptions
(67%).
Chart 4: Australian businesses internet connection
interruptions

Internet service interruptions
20% of businesses reported frequent internet service
interruptions, with more of a problem in regional
areas, and particularly affecting manufacturing,
mining services and medium sized businesses.
Internet access is now an essential service for businesses,
and the quality and reliability of its supply is fundamental
to the economy.
Most Australian businesses (64%) experienced only
infrequent interruptions to their internet connections in
2015, with a further 12% reporting no interruptions at all.
However, 20% of businesses experienced frequent service
interruptions. This may have substantial economic costs
given increasing business reliance on online platforms.
Some kinds of business were more likely than others to
experience poor service:
 Manufacturers (25%), mining services businesses (27%)
and medium sized businesses (25%) experienced the
worst service, with these categories of business
experiencing higher levels of frequent interruptions.
 Large businesses were the next to experience frequent
interruptions with 18%.
 Interruptions were more of a problem in regional areas,
with 40% of regional businesses experiencing frequent

1

Source: Ai Group

Recommendation: The costs of internet service
interruptions and progress in reducing them (including in
regional areas) should be regularly reviewed. Frequent
interruptions to an essential service for 20% of businesses
overall and 40% in regional areas are concerning. This is a
roadblock to economic opportunity and contributor to a
digital divide. The NBN rollout is the prime opportunity to
remedy this.
Business willingness to pay for faster internet
59% of businesses surveyed are willing to pay for
faster internet services, suggesting much demand
remains to be met.
Slow internet connections impede business use of and

See section 3.5.3.
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investment in digital technologies. Most businesses (59%)
would be willing to pay more for faster internet services
than they currently receive. Those most willing to pay more
for faster connections include small (56%), medium (65%),
services (68%) and manufacturing (57%) businesses. Large
businesses were less willing to pay more (52%), possibly
because they may already have access to fast internet.
Those businesses willing to pay for faster internet were
prepared to pay an average of 15% more. Smaller
businesses appeared to place a higher priority on faster
services, being willing to pay an average of 27% extra.
These findings suggest that despite the growing pace of the
NBN roll-out, much demand remains to be met and strong
business uptake is likely as NBN availability expands.
Recommendations:
 Continuing to accelerate the NBN roll-out is critical to
meeting business needs. Despite recent activity,
Australia remains far behind in global broadband speed
rankings, and may be slipping further. The deployment
needs continuing scrutiny against benchmarks including
easing regional constraints, meeting business demand,
affordability, and business benefits and use.
 nbnco communication should ensure that businesses are
clearly aware of the rollout as well as the real business
benefits of the NBN to encourage business uptake.
Further work is needed by the Australian Government,
nbnco and industry to describe and communicate
business approaches to making the most of broadband,
including through case studies.

2.2.3

Mobile applications

Mobile applications are used by 58% of Australian
businesses, which is relatively high and consistent
with other findings.
Mobile phone penetration and use in Australia is among
the highest in the world. Mobile applications built on that
platform have unsurprisingly become the most popular
digital technologies for business, used by 58% of all
businesses surveyed, and over 70% of services and large
businesses.

Businesses that use mobile applications achieved an
average 3.2% increase in gross profit margins over the year
(see Chart 2). In contrast, businesses that did not use
mobile applications saw an average 2.8% drop in their
gross profit margin over the year.
Recommendation: Businesses that do not use mobile
applications should consider whether they have untapped
mobile opportunities to improve business operations,
increase staff capability or engage more with customers.

2.2.4

Cloud computing

42% of Australian businesses use cloud computing.
This is already significant and there is further
potential for growth, especially in conjunction with
high mobile penetration and use. These businesses
experienced faster growth in profit margins than
those not using cloud services.
Cloud computing is an important productivity enhancing
technology for businesses. This is supported by our analysis
(see Chart 2) which shows businesses that used this
technology experienced an average of 5% growth profit
margins over the year, compared to an average 2%
reduction in profit margins for other businesses. A strong
selling point for using cloud technologies is that they
reduce the costs associated with in-house IT infrastructure
(e.g. traditional servers and databases).
Our survey data shows that Australian business use of
cloud computing is significant: 42% of all businesses, 58%
of services businesses, 50% of small businesses and 35% of
medium businesses.
Cloud usage is likely increasing because the growing
services on offer enable businesses to acquire
infrastructure and go to market quicker and more easily
than with an internal platform. This may be particularly
valuable to smaller businesses.
Global cloud use is projected to grow strongly, driven by
data centre virtualisation, where services are quickly
scalable and can efficiently support increasing businessrelated workloads. 2 Australian business use should grow
further, particularly given our heavy mobile penetration,
but data retention laws and regulation of data localisation

2

Cisco, “Cisco Global Cloud Index Projects Cloud Traffic to Nearly
Quadruple Representing 92 Percent of Total Data Center Traffic by
2020” (Press release, November 2016).
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and website blocking could be a significant barrier,
according to BSA│The Software Alliance (BSA) and the Asia
Cloud Computing Association (ACCA).3
Recommendations:
 Ongoing review is needed of the implementation of data
retention and other regulations to ensure that these
policies do not unduly inhibit Australian business use of
cloud computing and cloud enabled technologies.
 Strong and accessible digital infrastructure, including
faster fixed and mobile broadband networks, is needed
to support growing business demand for cloud
computing.

2.2.5

Big data

Businesses that made use of big data experienced an
average 16% growth in gross profit margin over the
year, yet only 7% of Australian businesses make
significant use of big data. Given the increasing
generation and value of data in the new economy, use
of big data is a potential area for significant growth.
Data is the lifeblood of the digitally enabled economy.
While more data is being generated and exchanged than
ever before, most businesses are not yet leveraging large
data sets through rigorous computational analysis – so
called “big data”.
As shown in Chart 2, use of many digital technologies
correlates with a higher rate of growth in profit margins.
Big data shows the largest such growth gap, with user
profits growing at 17% and non-user profits shrinking
slightly. This is consistent with a prevailing view that
analytics enabled through big data has an important role
to play in business strategy.
However, only 7% of Australian businesses in our survey
make significant use of big data.
By contrast, a global IDG survey in 2015 found that more
than half of responding companies worldwide were
planning or implementing data-driven projects.4
Use of big data may rely on other digital technologies to
increase its uptake. Other barriers could relate to

3

See section 3.5.5.
IDG Enterprise, “2016 Data and Analytics Survey: Big Decisions”
(Report, July 2016), p. 1.
4
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infrastructure, skills and other capabilities required to
support big data.
In the case of Australia, a PwC survey examined how data
can be used to influence business strategies and found that
only 27% businesses were highly data-driven (compared to
39% globally), while 60% were somewhat data-driven (53%
globally).5 In this work data analytics was divided into the
descriptive (“what is happening?”), the diagnostic (“why
are things happening?”), the predictive (“what may
happen next?”), and the prescriptive (“what needs to be
done”). Interestingly, highly data-driven Australian
companies were focused more on descriptive analytics
(45%) while those somewhat data-driven focused on
diagnostic analytics (44%). 6 Likely because it is relatively
new, predictive analytics were less relied upon for 24% of
highly data-driven Australian companies (contrast to a
higher priority given by 36% of global companies) and 22%
of somewhat data-driven companies (11% globally).7
Recommendation: Ongoing review by Australian
businesses should increase their use of big data to develop
business insights, derive real business value, and be
globally competitive against more data-driven companies.
Our survey results suggest most are yet to maximise their
potential in this regard.

2.2.6

The Internet of Things

Most businesses are yet to realise and maximise the
benefit of IoT.
The Internet of Things (IoT) is one of several labels for an
emerging concept that integrates multiple technologies,
including sensor networks and machine-to-machine
(M2M) communication. Ai Group’s survey did not ask
about the IoT label, but about these proxy technologies,
which are also sources for raw data generation.
The results suggest that relatively few businesses are using
IoT yet, and that those who are may not be maximising the
benefits. It may be that low use of big data and other digital
technologies is reducing the potential to derive benefits
through integration with IoT.
6% of businesses reported use of sensor networks and 15%

5

PwC, “Global Data and Analytics Survey 2016” (Press release, June
2016).
6
Ibid.
7
Ibid.
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used M2M. Services businesses were the highest users of
sensor networks (16%) and M2M (19%). The next highest
users of M2M were manufacturing (16%) and large
businesses (18%).
As shown in Chart 2, the use of M2M technologies and
sensor networks is associated with mixed impacts.
Businesses that used M2M appeared to experience very
little change in business gross margin profits (1% average
increase for users versus slight growth for non-users) over
the year, compared to sensor networks which have a more
positive effect on gross profit margins over the year (6%
average increase for users versus static margins for nonusers).
For manufacturers, the relatively low use of networked
technologies (as proxies to IoT) suggests that they are still
at the early stages of embracing the technological
foundation for the new manufacturing vision often
referred to as “Industry 4.0”.
Recommendations:

 Businesses should look for opportunities to invest in and
maximise the use and benefit of IoT and related digital
technologies.

 Public support may be beneficial, including through:
business capability policies such as the Entrepreneurs’
Programme and facilitating collaboration with
universities, Data61, other research institutions, and
other businesses.
 The disappointing recent closure of the Industry Skills
Fund leaves a gap in support for building workforce
digital skills and this gap should be rectified.

2.2.7

the survey.
However, the remaining 7% of businesses that lacked a
website may be falling badly behind. 8 Our analysis (see
Chart 2) has found that businesses that do not use websites
suffered in relative performance over the year (8% loss in
gross profit margin on average, versus 2% growth for those
with websites). While having a website does not appear to
boost business profits, they are essential to help
businesses remain competitive. But it is not just those
without a website who are disadvantaging themselves. The
rise of search engines, social media, smartphones, apps
and other digital technologies and services as prevalent
ways to access data means that traditional websites are
insufficient, and potentially obsolete in the longer term.9
For instance, in 2015 Google incorporated mobilefriendliness into the webpage-ranking algorithm that
underpins its search service. Websites designed only for
desktop viewing may now be ranked lower in a Google
search using a mobile.
Businesses will need more advanced online capabilities to
keep pace with their customers, competitors and partners.
Our survey data do not distinguish bare bones websites
from a more modern presence. Other sources suggest the
number of businesses with a web presence is significantly
lower.10
Recommendation: Businesses will need to ensure that
their online presence is visible and accessible given current
usage trends, including through mobile-friendly design,
search engine optimisation and a social media strategy.

2.2.8

Online presence

While a large proportion of businesses are generating
revenue from eCommerce activity, 44% of businesses
surveyed are not.

Most businesses surveyed have a website. However,
it is alarming that 7% of businesses still lack a website.
In 2015 almost all businesses had an online presence, with
93% maintaining a website of some sort. This was the most
prevalent of the surveyed digital technologies across
industries and business sizes. There was little variation in
prevalence across most sectors and in each business size in

8

In fact, ABS data suggests even more businesses (51%) do not have a
web presence including website. See: ABS, 8166.0 - Summary of IT Use
and Innovation in Australian Business, 2014-15.
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eCommerce

The growth of eCommerce activities has benefited from
the increased availability of digital technologies.
While there are many aspects to eCommerce, online sales
are fundamental. Some 56% of respondent businesses said
they had online sales, with the most activity reported by

9

For instance, see: Jayson DeMers, “5 Signs That Traditional Websites
Are Becoming Obsolete” (Forbes website, 27 July 2016).
10
ABS, 8166.0 - Summary of IT Use and Innovation in Australian
Business, 2014-15.
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services (65%), and manufacturing businesses (57%).

improved use of social media.

Chart 5: Australian businesses with internet sales

Recommendation: Businesses should increase their
eCommerce skills, including in social media, and make use
of external support to do so. For instance, Google’s Digital
Garage is a freely available online training tool focused on
digital marketing. Existing public initiatives such as the
Entrepreneurs’ Programme and Digital Business Kits also
support businesses to increase their capabilities.

2.2.9

Despite growing threats, use of and investment in
cyber security technology is a relatively low priority
for many businesses. This appears to be in stark
contrast to trends overseas.

Source: ABS

Chart 6: Australian businesses receiving orders via the
internet – by company employee size

Cyber security

Cyber security threats are a growing risk management
issue for many businesses. These threats are continually
growing and evolving. 12 If left unchecked, these threats
may inhibit digital technology use and investment.
Businesses that used cyber security technology had higher
gross profit margins over the year (7% average increase for
users versus a 1% decline for non-users; see Chart 2).
That being said, responses to our survey suggest that cyber
security technology is a relatively low business priority,
both in terms of use and investment. This is concerning.

Source: ABS

By contrast, ABS data provides more conservative
estimates, with 34% of businesses making internet sales
for 2014-15 and only modest growth over recent years.11
The differences may be attributable to the broader range
of businesses surveyed by the ABS, including sole traders
and non-employing businesses, which our survey did not
intend to cover.
There appears to be scope to considerably increase the
proportion of businesses that generate revenue from
online sales. For instance, although not explored in our
survey, eCommerce activities such as social media
marketing could also lead to increased online revenue. The
ABS also estimates that around 34% of businesses now
have a social media presence and there is clearly room to
grow online sales activates through increased and

11

Ibid.
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Our survey did not define “cyber security” and we can
assume most businesses have access to basic cyber
security protections such as off-the-shelf antivirus
software or security features of standard operating
systems. Noting this, only 22% of surveyed businesses
reported using cyber security measures, with the highest
users in services (28%), manufacturers (21%) and
construction businesses (21%). Large businesses (26%)
were more likely to implement cyber security measures,
followed by medium sized businesses (22%), and a
remarkably small proportion of small businesses (11%).
Surprisingly, few businesses (13%) nominated cyber
security as an inhibiting factor for business investment in
digital technologies. This may reflect a lack of
consideration and awareness of cyber security threats and
issues.
This is in stark contrast to the trend overseas, particularly

12

See section 3.3.3.
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for manufacturers, where recent Boston Consulting Group
(BCG) and McKinsey surveys show that cyber security is a
major inhibiting factor for manufacturers investing in
Industry 4.0.13
While our survey did not explore the detail of corporate
plans to manage cyber security (including training,
education and governance), the low priority given by
businesses suggests current cyber security systems across
much of the Australian economy are potentially
inadequate.
Consistent with the direction of our findings, a more indepth survey on cyber security governance by the
Australian National University (ANU) found that there is
considerable variation in governance and absence of cyber
risk knowledge at the executive level.14 For medium-sized
businesses, ANU found insufficient executive knowledge of
cyber risks, with just 58% of boards claiming sufficient
knowledge and 46% rarely or never discussing it.15

technologies.
Commercial impact from investment in digital
technologies
There is a likely correlation between businesses that
invest in digital technologies and those that see
stronger revenue growth.
Businesses that did not invest in digital technologies saw
declining revenue in 2015, with an average decline of 3%.
On the other hand, businesses that maintained investment
in digital technologies showed increasing revenue (5%), as
did those that increased investment (4%).
This correlation suggests that businesses cannot cut back
on their digital technology investment and expect to grow,
though the survey does not confirm whether digital
investment is a cause, consequence or mere
accompaniment of business success.

Recommendations:
 Businesses need to increase their cyber security skills,
capabilities and investment as a matter of urgency. This
entails elevating cyber security as a risk management
issue for the boardroom and having proper systems in
place, including staff training, governance and
technology.
 Businesses could benefit from Government and industry
support in increasing their cyber security skills and
capabilities. Ai Group welcomes working with
Government and industry to raise business awareness
and facilitate business access to appropriate experts and
existing initiatives for cyber security.

Chart 7: Impact of digital technology investment on gross
profit margins

2.3

Source: Ai Group

Business plans and strategies

A business’s digital maturity can be heavily influenced by
its overall strategy and planning. 16 Our survey asked
businesses about their future plans and expectations.

2.3.1

Extent of investment
Digital technologies
Planned investment in digital technologies was
expected to increase from 29% in 2015 to 41% in 2016
and help to improve future business use of digital
technologies.

Technology investment

While survey responses suggest more could be done to
improve business use of digital technologies, there are
positive signs of increasing business investment in digital

The prevalence of business investment in digital

13

15

14

16

Ibid.
Australian National University, National Security College, “Weakest
links: cyber governance and the threat to mid-sized enterprises”
(Report, November 2016), p. 4.
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See section 3.3.2.
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technologies was expected to increase significantly, from
29% of businesses in 2015 to 41% in 2016.
Breaking this down by sector, manufacturing businesses’
investment in digital technologies is less common than that
of services businesses, though it is growing faster. 26% of
manufacturers invested in 2015, and 41% expected to do
so in 2016. Among services businesses, 55% invested in
digital technologies in 2015, and 63% planned to do so in
2016. Digital investment is very important for
manufacturers who wish to increase their Industry 4.0
capability.

and puts Australian businesses on track to double the
proportion of businesses investing in technology from
2012 to 2016. This highlights the increasing importance
that businesses are placing on technology (including
digital) investment in an increasingly competitive and
rapidly changing global market place.
Chart 8: Actual & expected technology investment (%)

New technologies
Overall business spending on new technologies,
including digital, has been riding on an upward trend
from 2012 to 2016, highlighting the importance of this
investment amid intensifying global competition and
a rapidly changing market.
In addition to digital technology investment, business
spending on new technologies (more generally) is
expected to increase in 2016, with 48% of businesses
surveyed expecting to increase, and only 7% of businesses
expecting to cut back on this key area of investment. This
is a significant increase on 2015, when 35% of businesses
reported that they increased their spending on new
technologies and 14% reported a cut in investment.
By sector in 2016:
 For mining services, 40% of businesses expect to
increase technology investment, while 13% expect to
reduce investment.
 For manufacturers, 45% of businesses expect to increase
technology investment, while 4% expect to reduce
investment.
 For services businesses, 65% expect to increase
technology investment, while 2% expect to reduce
investment.
 For construction businesses, 46% expect to increase
technology investment, while 27% expect to reduce
investment.
Also, 90% of businesses surveyed invested in technologies
of some sort in 2015. While there was little variation by
sector, business size made a great difference. Large
businesses were the most active technology investors
(91%) while only a small proportion of small businesses
invested in technologies (27%).
The upward trend in technology investment is encouraging
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Source: Ai Group

Investment drivers
Customer
service,
productivity
gains
and
competitiveness were clear drivers for business
investment in digital technologies in 2015 to 2016.
However, many businesses are yet to realise the
benefits from collaboration, new markets and new
services, enabled through digital technology
investment.
The top drivers for digital technology investment in 2015
were improving: customer service (83%); productivity
(68%); competitiveness (40%); work flexibility (31%); and
access to new markets (18%). This order was consistent
across business sectors and sizes. Clearly, businesses are
seeing a need to enhance their offerings to customers,
increase their productivity and improve their competitive
position in their markets, and they see technology
investment as a means to achieve this.
For 2016, businesses expect to unlock various gains from
digital technology investment, and it is clear that
enhancements to customer service (71%) and productivity
gains (53%) are the most anticipated benefits. This shows
there is close alignment between the drivers in 2015 and
the expected benefits in 2016 for digital investment.
This order was consistent across other business sectors
and sizes. Service businesses in particular had the highest
expectations in terms of improved customer service (93%),
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productivity gains (70%) and competitiveness (57%). On
the other hand, manufacturing businesses had relatively
lower expectations compared to services businesses in
relation to improved customer service (67%), productivity
gains (49%) and competitiveness (32%).

years, the most common concern was weak customer
demand (51%). Only 14% of CEO’s nominated competition
from imports or online sellers as the most pressing threat.
Chart 11: Expected impediments to business growth:
Most prominent risk

Chart 9: Drivers for digital technology investment (% of
businesses)

Source: Ai Group

Source: Ai Group

Surprisingly few businesses expect to achieve gains in
collaboration (36%), opening new markets (31%) and
access to new services (19%) which potentially could yield
significant advantages to businesses. Such benefits may
become more apparent through skills and training,
discussed later in this section.

Likely because of this, improving online capabilities was
only a top priority within business strategies for a small
minority of respondents in 2016 (2% of CEOs nominated
this as a top priority), followed by stronger advertising and
marketing (1% of CEOs).
Chart 12: Expected business strategies

Chart 10: Expected benefits from digital technology
investment (% of businesses)

Source: Ai Group

Source: Ai Group

While digital capabilities and investment can drive
growth, there appears to be a disconnect between
these opportunities and businesses’ strategies to
achieve growth.
We also asked at a broader level about CEOs’ challenges
for their business growth prospects in 2016. As in previous
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Reflecting the nature of services businesses, 5% of services
CEOs prioritised an increase in their online presence and
capabilities, followed by 4% of CEOs in construction
businesses.
In contrast, only 1% of CEOs in manufacturing businesses
have rated online presence and capabilities as their top
strategic priority. The growing servitisation of
manufacturing enabled through digitisation and the global
drive for Industry 4.0 suggests there are opportunities for
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further investment in online presence and capabilities for
manufacturing businesses.
Overall, investment in digital technologies could be offered
as a strategy to address these broader business growth
concerns. However, the business responses show there is
actually a disconnect between business strategy and
investment in digital technologies and capabilities.

businesses (27%), while perceived lack of relevance was
higher for small businesses (36%) and manufacturing
businesses (28%).
Chart 13: Barriers for technology investment (% of
businesses)

Ai Group’s surveys also find that in light of intense
competition, rapid technological change and the
introduction of disruptive technologies, it is increasingly
important for Australian businesses to adopt effective
business planning and strategies. Further information
about these particular findings can be found in our
separate report, National CEO Survey 2016: Business
Strategies, published in November 2016.
Recommendations:
 Business, including in manufacturing, may benefit from
access to leadership resources to help them realise the
potential value of digital technologies. This could include
case studies and study tours of relatable businesses,
peer-to-peer leadership collaboration and sharing of
knowledge and experiences, and expert guidance to help
businesses take the digital transformation journey.
 Governments could assist industries, including in
manufacturing, through prioritising and integrating this
in existing Government supported initiatives such as the
Entrepreneurs’ Programme, Industry Growth Centres,
Prime Minister’s Industry 4.0 Taskforce, universities,
Data61 and other research institutions.
 A further study to investigate and benchmark Australian
manufacturing competitiveness in Industry 4.0 adoption
would be informative.
Investment inhibitors
Employee skills, costs, perceived lack of relevance and
slow internet were major reasons that inhibited
businesses from investing in digital technologies.
Surprisingly, few businesses attributed cyber security
as a major inhibiting factor.
The main barriers to business investment in digital
technologies in 2015 were lack of employee skills (33%),
costs (31%), perceived lack of relevance (24%) and slow
internet (23%). Beyond this trend across business sectors
and sizes, investment costs inhibited more on services
businesses (42%) and large businesses (36%), slow internet
was a bigger factor for small businesses (26%) and medium
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Source: Ai Group

The results suggest that business investment in digital
technologies can be increased by lifting workplace
technology skills, accelerating broadband access, and
increasing awareness by smaller businesses of the
potential benefits from technology investment.
Recommendation: Incentives could be created to
encourage businesses to take risks to determine how
investment in technologies can benefit their business and
people. Options include grants or tax concessions for
investment
in
digital
transformation,
including
demonstration projects.

2.3.2

R&D expenditure

Business spend on R&D is growing. Integrating this
with digital technologies investment could increase
the resulting innovation.
Innovation is an important factor to driving digital
strategies. 35% of businesses expected R&D expenditure
(not limited to digital innovation) to increase in 2016, up
from 11% who achieved an increase in their R&D spending
in 2015. 53% expected to keep their annual R&D spending
stable and 12% planned to reduce it in 2016. Wellintegrated digital technology expenditure could increase
the innovation dividend for this investment.
By sector in 2016:
 For mining services, R&D spending was expected to grow
in 47% of businesses, while 33% planned no changes.
 For manufacturing, R&D budgets were stable for 57% of
businesses, expected to increase for 35%, and planned
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for cuts by 8%. This degree of spending underscores the
high priority accorded to innovation and new
technologies by the majority of these businesses.
 For construction, R&D was expected to go up for 19% of
businesses, 42% expected to be stable on spending, and
39% planned to cut their spending.
 For services, 37% of businesses expected to increase
their R&D spending, 53% expected to be stable, and 9%
expected to cut their spending.

2.3.3

(3%).
Chart 14: Skills levels available to benefit from digital
technologies in 2016

Skills and training

Most businesses are prepared to digitally upskill their
workforce through training or recruitment. A minority
will be outsourcing digital functions. Alarmingly, 17%
of businesses plan to do nothing to improve
technology skills.
Skills and training are fundamental to preparing current
workers for the evolving needs of the marketplace.
5% of our surveyed CEOs rated general skills shortages as
a top concern for their business prospects growth in 2016.
This is low and potentially indicates that CEOs do not
expect continued strong demand for skilled labour across
key industries and skilled occupations (e.g. in selected
services industries and construction).

Source: Ai Group

It is a positive that most businesses are prepared to
digitally upskill. However, awareness of the need to
embrace and leverage digital technologies may be lacking
among those willing to do nothing.
Chart 15: Expected measures to improve use of digital
technologies in 2016

In order to invest in and take advantage of new
technologies, businesses need employees with adequate
skills. Yet only around half of businesses reported having
medium or generally adequate employee skills to leverage
new technologies, and a significant number of businesses
reported a low digital skill level (29%). Only 15% of
businesses believe they have a high level of digital skills.
Skills gaps are holding investment back.
Businesses are generally aware of the gaps in their ability
to take advantage of new technologies. 66% of businesses
aimed to improve this through employee training in 2016.
A significant amount of businesses planned to outsource
the management of digital technologies (33%). This can be
a useful strategy to deliver non-core functions, though
businesses will still benefit from digital and technological
literacy in their core activities. 16% of businesses expected
to hire new employees to fill their digital skills gap, and
concerningly 17% of businesses expected to do nothing to
improve skills.
Large businesses (83%) were most likely to plan to train
existing staff, while services businesses were also more
likely to train employees (78%) and less likely to do nothing
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Source: Ai Group

Recommendations:
 Initiatives like the Industry 4.0 higher apprenticeships
project – a partnership between Siemens, Swinburne
and Ai Group – will certainly help the future workforce.
 Other public programs targeted at improving employee
skills in use of workplace technology will help businesses
and people transition and develop their capability in the
immediate term.
 Complementing this, businesses need to realise the
importance of understanding better the longer term
benefits of digitally upskilling staff. Government
initiatives (such as the Entrepreneurs’ Programme and
Industry Growth Centres) could be avenues of support.
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3 The digitally enabled economy
This section provides a snapshot of the economic context
to business use of and investment in digital technologies,
business challenges in a digitally enabled economy, and
current and emerging digital technologies.

3.1

The broader economic context

According to the Australian Government’s 2015
Intergenerational Report, Australia faces major long-term
challenges from slowing economic growth, an ageing
population and lower productivity growth.17
With the resources investment boom over, Australia is in
transition. Lifting gross domestic product (GDP) growth will
likely require increased diversification of business
investment across different industries.
Business conditions are currently improving in much of the
Australian non-mining economy. Manufacturing has had
six months of continuous growth as of March 2017.
Conditions in the services and construction sectors have
also been generally positive in early 2017, although the
pace of overall growth remains modest (see Chart 16).
Chart 16: Ai Group Australian Performance of
Manufacturing Index (PMI®), Performance of Services
Index (PSI®) and Performance of Construction Index
(PCI®)

However, business investment remains weak, with other
sectors yet to fill the void left by the slowdown in resources
investment.
It is in this context that the digital economy (or “digitally
enabled economy”) is a crucial driver of growth. The
digitally enabled economy is “[the] global network of
economic and social activities that are enabled by
information and communications technologies, such as the
internet, mobile and sensor networks”.18 The Information
and Communications Technology (ICT) sector is itself an
important part of the economy, employing more people
than mining (628,000 employees in ICT (across industries)19
compared to 173,000 in mining20). But digital innovation
also has the capacity to transform practices, raise
performance and increase growth across all sectors.

“The digital economy could be worth $139 billion
by 2020”
– Deloitte Access Economics (2015)

Various estimates suggest that the digitally enabled
economy accounts for a substantial share of Australia’s
current GDP and can be a significant contributor to future
growth. Deloitte estimates that the digital economy
contributed $79 billion or 5.1% of GDP in 2014, and that
this could increase to $139 billion by 2020 (7.3% of GDP),
driven by the growth of eCommerce and growth within the
information, media and telecommunications industry.21
Accenture’s approach treats an even larger share of the
existing economy as digital, ascribing $355 billion or 29.1%
of GDP to it in 2015, with forecast growth to $448 billion
by 2020 (31.9% of GDP). 22 Accenture suggests that
economic growth can be boosted by an additional $34
billion by 2020 (or 2.4% of GDP) through a combination of
investments in digital skills, technologies and

Source: Ai Group

17

Australian Government, “2015 Intergenerational Report Australia in
2055” (Report, March 2015), p. xi.
18
Australian Government, “Australia’s Digital Economy: Future
Directions” (Final Report, July 2009), p. 2.
19
Deloitte Access Economics, “Australia’s Digital Pulse 2016: Developing
the digital workforce to drive growth in the future” (Report for
Australian Computer Society, March 2016), p. 3.

THE AUSTRALIAN INDUSTRY GROUP Business Beyond Broadband

20
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Deloitte Access Economics, “The Connected Continent II: How digital
technology is transforming the Australian economy” (Report for Google,
March 2015), pp. 11, 44-45.
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Accenture, “Digital disruption: The growth multiplier – Optimizing
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accelerators.23

be quite significant.

3.2

A top ten goal for Australia is possible – this has been done
before in 2004 when we ranked 9th in the world.

Australia’s global digital
competitiveness

While a digitally enabled economy presents significant
opportunities for Australia, failure to seize these also risks
damage to our global competitiveness. As the World
Economic Forum (WEF) says, “new technologies are driving
winner-takes-all dynamics for an increasing number of
industries, getting there first matters”.24
The WEF’s 2016 Global Information Technology Report
assesses the factors, policies and institutions that enable a
country to fully leverage ICT for increased competitiveness
and well-being. These are boiled down into a single
number: the Networked Readiness Index.
The latest data shows Australia is slipping behind, falling
from 16th place in 2015 to 18th in 2016.25 The top ten are
pulling away from us.
Figure 1: Top ten countries in the WEF’s latest global
digital competitiveness rankings

Source: WEF

The complex WEF ranking is based on a wide range of
factors that have direct impacts on Australia’s wealth and
well-being – from the quality of our infrastructure to the
ease of doing business. The gap in real-world impacts
between a WEF ranking in the top ten and one outside can
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Ibid.
World Economic Forum (WEF), “Global Information Technology Report
2016 – Report Highlights” (WEF website, July 2016).
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While Australia cannot match some of the advantages
other nations enjoy, such as Luxembourg’s better access to
international bandwidth, there is much that we can learn
from other countries to get into competitive shape.

“New technologies are driving winner-takes-all
dynamics for an increasing number of industries,
getting there first matters”
– WEF (2016)

For example, the following are some of the features of the
top ten countries:
 Singapore: strong government commitment to the
digital agenda
 Finland: extremely good access to the latest technologies
as well as venture capital, and its businesses are highly
connected
 Sweden: businesses are taking advantage of the fact that
their consumer base is highly connected
 Norway: firms are capitalizing on the high ICT literacy
among the general population and workforce by using
digital technologies heavily in their interactions with
consumers as well as among each other
 US: extremely favourable business and innovation
environment, which has given rise to one of the most
agile and digitized business sectors globally
 Netherlands: businesses are extensively deploying digital
technologies to reshape their business and
organizational models
 Switzerland: high business technology absorption and
innovation capacity and high levels of digital B2B
interaction
 UK: business adoption [of ICT] is high and UK businesses
are top in the world in making use of the Internet to
interact with their consumers as well as with their
production network
 Luxembourg: government is perceived to play an
important role in supporting Luxembourg’s digital
economy, with business executives attesting to a high
importance of ICTs in the government’s vision and its

25
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24

success in ICT promotion
 Japan: business and government [ICT] usage already
among the highest globally26
As can be seen, both government and industry have roles
to play to advance the digitally enabled economy. And six
of these top ten countries are already seeing significant
economic benefit from high levels of business ICT
adoption.27
For Australia to climb up the overall rankings, there are
clear priorities for business and government. Businesses
need to lift their ICT usage (currently 24th place) and uptake
of new ICT into their operations (ranked 22nd).
Governments can also increase ICT usage (ranked 22nd),
increase the efficiency of public services through ICT
(currently 42nd), and encourage ICT as a means to enhance
Australia’s growth prospects (ranked 47th).
Not surprisingly, the broad economic benefits of ICT are yet
to be fully felt in Australia – we are ranked 23rd on
economic impact. Interestingly though, we are closer to
leadership in the use of ICT-related government social
services to deliver a positive social impact (ranked 9th). The
rankings are further analysed in Ai Group’s Australian
summary, which is included in Appendix C.
It is critical to act now to build our future competitiveness.

3.3
3.3.1

The business challenges
Digital disruption

The modern catch cry for incumbent businesses is to
disrupt or be disrupted. This is a particular concern for
many Australian business leaders, with 89% in a 2016 GE
survey fearing that their businesses will become obsolete
from digital disruption.28
Digital disruption can come in many forms. A Harvey NashKPMG 2016 global survey of CIOs observed digital
disruption created by: new digital innovations in product
or service delivery (27% of CIOs); new forms of customer

engagement (23%); and new business models (16%).29
The modern threat of digital disruption is becoming more
amplified and intensified than in the past. Since the turn of
this century, “52% of companies in the Fortune 500 have
either gone bankrupt, been acquired or ceased to exist”.30
Capgemini suggests that this has been accelerated by a
combination of technological disruption, and the speed,
volume and complexity of change enabled through digital
disruption.31

“Since 2000, 52% of companies in the Fortune
500 have either gone bankrupt, been acquired or
ceased to exist”
– Capgemini Consulting (2015)

More recently, there has been an accelerated rise of the
so-called “unicorns” or start-ups with billion-dollar
valuations (see Figure 2).32 Accenture points out that these
unicorns have scaled up to over USD $1 billion in market
capital much quicker (some in less than three years)
compared to the average “analogue” Fortune 500
company which took 20 years.33
Such digital businesses like Airbnb, Netflix and Uber utilise
networked platforms to connect between producers and
consumers. This enables them to compete against wellestablished incumbent business models.34
A Productivity Commission research study on digital
disruption provided reasons for why the majority of
modern disruptive technologies are digital in nature:
 While they often require substantial upfront investment
to develop, they generally allow replication at very low
additional cost.
 Many have ‘network’ features in that their value to each
user increases as they become more widely used.
 They add value by enhancing the gathering, processing,
storage and transmission of data and provide the
delivery of information in digital form.
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Figure 2: The establishment of unicorns since 2009

Source: CB Insights

 Along with communication technologies, they affect the
way individuals interact with each other and with
businesses and government, changing how households
consume, engage with civil society, and supply their
labour. 35
Clayton Christensen, credited for coining the term
“disruptive innovation” in 1995, considers some digital
innovators are technically disruptive based on the
following characteristics:
Disruptive innovations are made possible because they get
started in two types of markets that incumbents overlook.
Low-end footholds exist because incumbents typically try to
provide their most profitable and demanding customers
with ever-improving products and services, and they pay
less attention to less-demanding customers. In fact,
incumbents’ offerings often overshoot the performance
requirements of the latter. This opens the door to a
disrupter focused (at first) on providing those low-end
customers with a “good enough” product.

turn nonconsumers into consumers. For example, in the
early days of photocopying technology, Xerox targeted
large corporations and charged high prices in order to
provide the performance that those customers required.
School librarians, bowling-league operators, and other
small customers, priced out of the market, made do with
carbon paper or mimeograph machines. Then in the late
1970s, new challengers introduced personal copiers,
offering an affordable solution to individuals and small
organizations—and a new market was created. From this
relatively modest beginning, personal photocopier makers
gradually built a major position in the mainstream
photocopier market that Xerox valued. 36
According to Christensen, Uber does not fit into the above
classification. Rather, it is a “sustaining innovator”:
Sustaining innovations … make good products better in the
eyes of an incumbent’s existing customers … These
improvements can be incremental advances or major
breakthroughs, but they all enable firms to sell more

In the case of new-market footholds, disruptors create a
market where none existed. Put simply, they find a way to

35

Productivity Commission, “Digital Disruption: What do governments
need to do?” (Research Paper, June 2016), p. 18.
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Disruptive Innovation?” (Harvard Business Review, December 2015).
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products to their most profitable customers.37

transform themselves.

While these differentiations between terms appear
academic, Christensen emphasises that they are important
to better understand the potential benefits, type of
competitive behaviour and guide strategic choices. 38 If
they are truly disruptive, they are a “mortal threat” to the
business and should not be ignored.39

For example, a joint 2015 research study by MIT Sloan
Management Review and Deloitte found that:

“When new technology arises, disruption theory
can guide strategic choices”
– Clayton Christensen, Michael Raynor and Rory McDonald (2015)

Where disruption becomes apparent to incumbent
businesses, they are faced with the challenge of how best
to respond. While Christensen suggests that there is no
universal effective response to disruption at this stage,40
there is plenty of literature that explores ways in which
incumbents have either struggled or succeeded.
For example, Capgemini suggests five root causes for why
incumbents struggle to respond to digital disruption: a
slow decision cycle; complacency about existing business
models; fear of cannibalising existing businesses; lower
margins in the transition; and key resources unaligned to
opportunities. 41 In contrast, successful incumbent
responses include: acquiring digital talent; mimicking the
competition; acquiring the disruptor; and taking a judicial
approach with legal action and appeals to regulators.42

3.3.2

[M]aturing digital businesses are focused on integrating
digital technologies, such as social, mobile, analytics and
cloud, in the service of transforming how their businesses
work. Less-mature digital businesses are focused on solving
discrete business problems with individual digital
technologies.44
Key findings from their study about mature digital
businesses include:
 Digital strategy drives digital maturity.
 The power of a digital transformation strategy lies in its
scope and objectives.
 Maturing digital organizations build skills to realize the
strategy.
 Employees want to work for digital leaders.
 Taking risks becomes a cultural norm.
 The digital agenda is led from the top.45
Table 1 provides a matrix of the various stages of an
organisation’s digital maturity, based on their study.46
Table 1: Stages of business digital maturity
Early

Developing

Maturing

Barriers

Lack of
strategy

Managing
distractions

Security focus

Strategy

Customer and
productivity
driven

Growing
vision

Transformative
vision

Culture

Siloed

Integrating

Integrated and
innovative

Developing
talent

Tepid interest

Investing

Committed

Leadership

Lack of skills

Learning

Sophisticated

Digital transformation

Some businesses are paralysed by the threat of digital
disruption; others have embraced it through digital
transformation.
In this context, “digital transformation” describes the
changes made within an organisation, including
investment in and use of digital technologies, and
exploiting the opportunities enabled through those
changes.43
An extensive literature explores what it means for a
business to be “digital” and how businesses can digitally

Source: MIT Sloan Management Review and Deloitte
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Sometimes digital transformation is used interchangeably with other
terms like digital disruption, digitisation and digitalisation.
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“What separates digital leaders from the rest is a
clear digital strategy combined with a culture and
leadership poised to drive the transformation”
– MIT Sloan Management Review and Deloitte (2015)

The joint MIT Sloan and Deloitte study highlights that
digital transformation is more than merely increasing
digital procurement and use – a business’s digital strategy
also has an important role to play.

3.3.3

The rise of cyber security threats

As businesses become more digitised and connected
through the internet, businesses will become more
exposed to cyber security threats.
While cyber security has often been treated as a narrow IT
issue, a breach can devastate a company's brand and
reputation. Breaches can also have enormous and costly
impacts by disrupting or shutting down operations, or
putting commercially sensitive information at risk. Once a
company’s security has been breached, repairing the
relationship and trust between the business and its
customers can be very difficult if not impossible.

manufacturing.48
For manufacturing in particular, this will likely become
more of a concern with the increased global adoption of
Industry 4.0 and its emphasis on connected devices and
the use of data. For overseas manufacturers, a McKinsey
survey found cyber security to be a top implementation
barrier to Industry 4.0 for German, US and Japanese
manufacturers. 49 A BCG survey also found that data
security was rated as a major challenge for 41% of German
and 32% of US companies.50
While some may perceive cyber security to be a concern
for overseas countries, Australia is not immune. Figure 3
shows voluntarily reported cyber security incidents
impacting Australian industry in the 2015-16 financial year,
and highlights that no sector is free from such threats.51
Figure 3: Reported cyber security incidents by industry
sector during 2015-16 financial year

That is why cyber security is now extending beyond the IT
manager and moving into the boardroom as a major risk
management issue. These threats will change and evolve
over time, and are likely to increase in frequency and
intensity. Businesses pursuing opportunities online will
need to stay informed, and take the appropriate responses
to manage these risks.

“60 per cent of Australian organisations [are]
stating that they experienced at least one
ransomware incident in the last 12 months”
– Telstra (2017)
Source: ACSC

In 2016, ICT and government were ranked by IBM as the
top-targeted industries for cyber security incidents and
reported breaches around the globe.47 The top three most
attacked sectors were financial services, ICT and
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IBM, “IBM X-Force Threat Intelligence Index 2017: The year of the
mega breach” (Report, March 2017), pp. 3, 15. Note: IBM defines a
security incident as “an attack or security event … deemed worthy of
deeper investigation”; and a breach as “an incident that results in the
exfiltration of data”.
48
Ibid, pp. 3, 15-17, 19-20. Note: IBM defines an attack as “a security
event that has been identified … as malicious activity that is attempting
to collect, disrupt, deny, degrade or destroy information system
resources or the information itself”.
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A 2017 cyber security report by Telstra also found the
following:
 59 per cent of organisations in Australia have detected a
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McKinsey Digital, “Industry 4.0 after the initial hype: Where
manufacturers are finding value and how they can best capture it”
(Report, April 2016), p. 12.
50
The Boston Consulting Group (BCG), “Time to Accelerate in the Race
Toward Industry 4.0” (Report, May 2016), p. 9.
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Australian Cyber Security Centre (ACSC), “2016 Threat Report”
(Report, October 2016), p. 15.
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business interrupting security breach on at least a
monthly basis.
Ransomware was the number one type of malware
downloaded in the Asia Pacific region, with 60 per cent
of Australian organisations stating that they experienced
at least one ransomware incident in the last 12 months.
Of the organisations who experienced a ransomware
incident, 57 per cent paid the ransom.
Nearly one in three of the organisations who paid a
ransom did not recover their files.
C-level executives are taking a greater level of
responsibility in security initiatives such as education and
the sponsorship of security improvement programs.
Two out of three C-level executives have a high or very
high involvement in their organisation’s cyber security
initiatives in Australia and Asia.
More than half of Australian organisations that adopted
cloud services see data theft as their number one risk in
doing so; yet more than 30 per cent of those
organisations adopting cloud services reported that they
are not yet ready to handle this risk in Australia.
95 per cent of organisations in Asia [are] increasing their
budget this year compared with 81 per cent in
Australia.52

3.3.4

The future workforce

The digitally enabled economy will also require a reexamination of our future workforce. This workforce will
need to be equipped with the appropriate set of ICT skills.

“Almost five million Australian jobs … face the
high probability of being replaced by computers
in the next 10 to 15 years”

skills) will have a high probability of being replaced by
automation.54
To respond to the future workforce challenge, Deloitte
made the following findings:
 The ICT jobs that are in high demand include a mix of
technical and business-related roles.
 While employers are demanding a range of ICT-specific
skills, there is also increasing demand for ICT workers
with more general skills.
 Digital skills and literacy are becoming increasingly
important in today’s workforce more broadly.
 Our greatest resource for developing the digital skills
demanded by Australian businesses now and in the
future is the current workforce.
 It is important that Australian companies are engaged in
ICT-related professional development.
 Companies should seek to invest in ongoing ICT-related
learning and development opportunities.
 There may be a role for Government to highlight the
importance of ICT workforce development by prioritising
programs that support ICT-related skills development.
 Technology-related age discrimination in the workforce
is an issue.
 Universities and other education providers can also assist
by considering how their ICT course offerings could be
used to better meet employers’ needs.
 ICT-related professional development, training and
education for the existing workforce must be an
important part of the national conversation surrounding
ICT skills. 55

Deloitte estimates that an ICT-skilled workforce will need
to increase in Australia to 695,000 by 2020. 53 Looking
beyond 2020, things seem even more sober for a
significant proportion of the current workforce. The
Committee for Economic Development of Australia (CEDA)
predicts that, within a period of 10 to 15 years, 40% of
current jobs (particularly those requiring only low level

In addition to sharing similar views to Deloitte’s findings
regarding future skills, education and training, CSIRO
offered the following recommendations around workforce
cultural change and support:
 Workers will need to be resilient, and have the aptitudes
and mindsets to handle a dynamic labour market.
 Perceptions and norms by employees and employers
about job types will need to change in response to a more
dynamic and rapidly changing employment market.
 Workforce participation in vulnerable demographics will

52

54
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need more help to transition in light of rising educational
and skills requirements and automation of traditionally
low-skilled jobs.
 Tapered retirement models will need to be developed to
harness the skills of an aged population and ensure
positions area available for younger labour market
entrants. 56

3.4

Industry sector focus: manufacturing

The manufacturing sector was one of the major
respondents to our survey. For context, this section
provides an overview of the state of manufacturing in
Australia and the potential impact of digitisation on this
sector.

3.4.1

The state of Australian manufacturing

Manufacturing’s share of output in the Australian economy
has more than halved since the 1980s, from around 13% in
1980 to less than 6% in 2016.57 This sounds like a dramatic
shrinkage, but that is too simplistic and somewhat
misleading. In the 1980s and 1990s, manufacturing did
indeed shrink, but since 2000 the story has become more
interesting.
From 2000 to 2008, manufacturing output grew by about
12%. Then the global financial crisis hit, followed by the
commodities investment boom and a very high Australian
dollar. This meant that all of the gain to 2008 was lost in
the subsequent years.
By 2016, manufacturing output was about the same level
as it had been in 2000. In the meantime, however, GDP
grew by around 60%, so manufacturing’s failure to grow
meant that its share of the total continued to decline. A
similar trend can be seen in profits and investment over
the same period. Manufacturing employment, meanwhile,
has declined by more than its output. Employment has
fallen by 18% (200,000 fewer jobs) since that recent peak
in 2008.
So what does manufacturing look like today?
About a quarter of our output is from the food and
beverages sectors. Machinery and equipment remains big,
despite the progressive loss of automotive assembly that
sits within this sector. Other important growth pockets
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CSIRO, “Tomorrow’s Digitally Enabled Workforce: Megatrends and
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twenty years” (Report, January 2016), pp. 13-15.
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that
produce
“consumable”
products
include
pharmaceuticals, toiletries, healthcare, cosmetics and
groceries.
The second area of stability and growth is building
materials, furniture and household furnishings (excluding
electrical appliances, which are now mostly imported).
“Advanced” manufacturing, discussed in the next section,
includes advanced products, services, production
processes and technologies, sits across all product
categories and accounts for around a quarter of current
manufacturing businesses.

“The uptake of advanced manufacturing
techniques in the Australian sector is the key to
future consolidation and growth”
– Deloitte (2015)

All manufacturing exporters and import-competing
producers are benefiting from the lower dollar in 2016,
although it does mean that imported inputs are more
expensive. Those making building-related products are
benefiting from the resurgence in residential building
activity on the east coast.
Significant challenges are both global and local. Australia
ranks 21st as a globally competitive manufacturing
nation.58 The global leaders share attributes such as skills
and talent, innovation, access to good infrastructure and a
supportive regulatory environment, but they do not
necessarily have a low cost base. They also share a complex
and highly integrated global supply chain network.
Like the global manufacturing leaders, Australia cannot
look to low costs as a source of competitive advantage.
Instead, we need to strengthen our links into global supply
chains and build upon our existing “high-value” attributes
in order to compete.

3.4.2

Advanced manufacturing and
servitisation

Besides the misconception that manufacturing has
disappeared in Australia, there is also a view that
manufacturing is limited to “metal bashing”.
According to the Australian Advanced Manufacturing
Council, “Australia has an estimated 2500 advanced
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December 2015), p. 4.
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manufacturers who are not only surviving, they are
prospering”. 59 Government figures also report that
“advanced manufacturing accounts for around half of
Australia’s A$104 billion annual manufacturing output and
is one of the fastest growing export sectors”.60

production; the third, information technology and
automation. The fourth industrial revolution follows from
the electronics, IT and automated production era that
started in the late 1960s, heralding a phase where the
virtual world and physical world converge (see Figure 4).

Further, like ICT companies, “[a]dvanced manufacturers do
not fit neatly into a single sector: they work in food
processing and agribusiness, in mining equipment and
technology, in a range of engineering applications, in
precision instruments, in cyber technologies, in defence,
aerospace and transport, in medical devices, in blood
plasma therapies, and in advanced materials and
chemicals”.61

Schwab identifies three reasons for this revolutionary
change in technology: the velocity of change is
exponential; the breadth and depth of change is leading to
paradigm shifts across the economy and society; and
systems are transforming across countries and societies.66

“About 32 per cent of manufacturing exports is
services value added”

Schwab sees unlimited possibilities with these many
connected devices, combined with advanced processing
power, storage capacity and access to knowledge, and
other technologies that are already emerging.67
Figure 4: History of industrial revolutions

– CEDA (2014)

As manufacturers become more advanced, the traditional
delineation between manufacturing and services is
becoming more blurred through servitisation (or
servicification) of manufacturing.62 For manufacturers, this
means they are able to incorporate bundles of value add
services both along and beyond the product line. 63 The
Productivity Commission observes this has been further
accelerated by access to better information made possible
by digital technologies.64
According to a 2014 CEDA report, “about 32 per cent of
manufacturing exports is services value added, particularly
business, distribution, transport, telecommunications and
financial services”.65

Source: WEF

As Schwab states:

The first industrial revolution marked the age of steam and
water power; the second, electrification and mass

Overall, the inexorable shift from simple digitization (the
Third Industrial Revolution) to innovation based on
combinations of technologies (the Fourth Industrial
Revolution) is forcing companies to reexamine the way they
do business. The bottom line, however, is the same:
business leaders and senior executives need to understand
their changing environment, challenge the assumptions of
their operating teams, and relentlessly and continuously
innovate.68

59

64

3.4.3

The fourth industrial revolution

At the 2016 WEF Annual Meeting in Davos, its founder and
chair Professor Klaus Schwab heralded the fourth industrial
revolution and its significance today.

John Pollaers, “What do Australians really think of manufacturing?” (Ai
Group blog, May 2016).
60
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There are many examples of global industrial movements
such as Germany’s Industry 4.0 which is focused
particularly on manufacturing, the US-originated Industrial
Internet Consortium focused on a number of industry
business verticals including manufacturing, China’s Made
in China 2025 and Internet Plus, Japan’s Industrial Value
Chain Initiative, and South Korea’s Manufacturing
Innovation 3.0.

“The fourth industrial revolution is unlike
anything humankind has experienced before”
– Klaus Schwab (2016)

While these initiatives show significant commonality, they
are not entirely interchangeable. Some place a heavier
emphasis on either the manufacturing sector or the
broader industrial sector or show other subtle differences
in approach.69
Notwithstanding the technical differences, these initiatives
share a common view that the future of the Internet of
Things (IoT) will play a pivotal role as the platform to drive
digital disruption across sectors.70 The broader context for
IoT is discussed in section 3.5.1.
In a 2014 WEF survey, 72% of businesses believed that the
Industrial Internet (which includes manufacturing) will be
disruptive to their businesses and industries – and 79% of
businesses think those disruptions will occur within the
next five years.71
In light of this challenge, a 2016 BCG survey of German and
US companies found that 60% of German manufacturers
have applied or planned for digitisation in their operations
within the next two years, compared to 40% of US
manufacturers. 72 However, few companies had already
fully implemented Industry 4.0, including 19% of German
manufacturers and 16% of US manufacturers. 73
Preparedness for Industry 4.0 was also mixed: 47% of
German companies have developed first Industry 4.0
concepts, while 18% were not prepared; and 29% of US
companies have developed their first concepts, while 41%
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were not yet prepared.74
By contrast, a 2016 McKinsey survey of German, US and
Japanese manufacturers and technology suppliers showed
more positive results, with 71% of US companies well
prepared for Industry 4.0, followed by 68% of German and
36% of Japanese companies.75 56% of German companies
indicated they have made at least good or substantial
progress over the year in implementing Industry 4.0,
compared to 50% of US and 16% of Japanese companies.76
In a live webinar poll of a broad audience (including nonICT businesses) about the future of manufacturing, we
asked viewers what they considered to be the most
significant barriers to their engagement with new
technologies. The greatest proportion of respondents
(32%) indicated that their biggest stumbling block was
actually identifying what was relevant to their
business. Underlying this response is a need for businesses
to understand the real value and return on investment in
new technologies.

“While optimism prevails, companies have
achieved varying degrees of success in
implementing Industry 4.0”
– McKinsey Digital (2016)

So what have been the value drivers for overseas
companies to implement Industry 4.0? McKinsey provides
a comprehensive list of the various types of Industry 4.0
applications and value drivers (shown in Figure 5), with
successful manufacturers most commonly prioritising:
digital performance management; real-time supply chain
optimisation; digital quality management; remote
monitoring and control; predictive maintenance; and
smart energy consumption.77
In addition to focusing on a limited number of Industry 4.0
applications, McKinsey also identifies other approaches
that most successful manufacturers took to implement
Industry 4.0:
 Don’t be afraid of “workarounds” today, but start laying

73

Ibid, p. 4.
Ibid.
75
McKinsey Digital, “Industry 4.0 after the initial hype: Where
manufacturers are finding value and how they can best capture it”
(Report, April 2016), p. 8.
76
Ibid.
77
Ibid, p. 11.
74

32

the IT foundations for a more robust solution tomorrow.
 Build a portfolio of third-party technology providers.
 Build a strong internal team with an agile mindset.
 Experiment with new business models. 78
Figure 5: The McKinsey Digital Compass: Industry 4.0
applications and value drivers

where everything connects and communicates, including
inanimate objects like household appliances and industrial
equipment, and living organisms such as people and
animals. These connections can form an entire network of
things, resulting in a smart home, farm or factory – or an
entire smart city or global community.
The rise of IoT has been, in part, due to the availability of
technology enablers such as big data, the cloud, machineto-machine (M2M) communication and sensors. 79 Other
factors include cheap bandwidth and processing,
smartphones, ubiquitous wireless coverage, and IPv6.80

“The Internet of Things has a total potential
economic impact of $3.9 trillion to $11.1 trillion
per year in 2025”
– McKinsey Global Institute (2015)

As a proxy for IoT, a UK Government study estimates there
were about 14 billion devices connected in 2013 – that is,
there are already more connected devices in the world
than people. The study predicts that there will be between
20 and 100 billion connected devices worldwide by 2020.81
McKinsey estimates the global economic value of IoT to be
in the range of $3.9 trillion to $11.1 trillion a year by
2025.82

Source: McKinsey Digital

Interestingly, the manufacturing sector is currently one of
the top users of IoT, with current take-up by 25% of global
manufacturers estimated to grow to over 80% by 2025.83

3.5

So where does Australia sit on the IoT progress spectrum?

The advance of digital technologies

This section provides a brief overview of some of the digital
technologies that are currently available in the market, or
appear to be emerging. There are overlaps and
interactions between many of these technologies.

3.5.1

The Internet of Things

While the concept of the Internet of Things (IoT) has been
in development for more than three decades, it is now
becoming part of mainstream business.
In its purest form, IoT can be defined as a digital ecosystem
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Cisco predicts Australia will see an increase from 130.4
million networked devices (2015) to 237 million by 2020.84
Cisco also forecasts that M2M will continue its trend of
outgrowing other networked devices, making up 41% of
these devices in 2015 in Australia and 59% by 2020.85
The Communications Alliance estimates that the predicted
growth of IoT could provide a potential economic impact
ranging from $45 billion to $116 billion per year by 2025
(translated from McKinsey data), or $165 billion by 2022
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(translated from Cisco data).86

one 4G mobile network.93

But in the more immediate term, “industry segments and
sectors, along with individual consumers and citizens, are
at different stages in transitioning towards that densely
connected world of an internet-enabled everything”,
according to the Australian Communications and Media
Authority (ACMA).87 Further, “the rate of change and the
complexity of connections that may occur with the IoT is
currently unknown”.88

The increase in mobile penetration has also seen it become
a substitute to fixed line telephony in Australia. ACMA
reports that as of June 2016, 31% of Australia adults only
had mobiles and no fixed-line telephone, indicating that
mobile phones are increasingly the choice for online
interaction and communications. ACMA suggests a
correlation between mobile-only use and age groups, with
the most prevalent (59%) in the 25-34 category, followed
by 45% in the 18-24 category, and 12% in the 65 and above
category. While location only showed slight variation in
mobile-only use, living arrangements could have been a
factor with shared households most likely to be mobileonly at 63%.94

To help promote growth of IoT in Australia, collaborative
initiatives are being formed to drive growth of an
Australian IoT ecosystem, including the IoT Alliance
Australia, Prime Minister’s Industry 4.0 Taskforce, and
other Smart Cities and IoT initiatives.

3.5.2

Mobile

Mobile phones are one of the most ubiquitous digital
technologies in Australia.
The ABS estimates that there were 25 million mobile
handset subscribers in Australia by December 2016.89 As a
proportion of the population, ACMA reports that 93% of
Australian adults had mobile phones to either send text
messages or make calls, with 76% using smartphones and
56% using tablets.90
While mobile penetration has nearly saturated the
Australian market, our hunger for data on mobile phones
continues to grow. The ABS estimates that by December
2016 the average subscriber downloaded 1.9 GB of data
each month.91 ACMA reports that the average subscriber
downloaded data over mobile handsets in Australia during
the June quarter of 2016 increased by 62 per cent
compared to the June quarter of 2015.92
Investment in infrastructure to support the growth of
mobile data use has also increased. ACMA reports that as
of June 2016, 98% of the population had access to at least
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“The economy is around 2.0% or $34 billion
larger in 2015 … because of the long-term
productivity benefits of mobile technologies”
– Deloitte Access Economics (2016)

Australia’s strong mobile performance, especially in the
area of consumer readiness and content, has contributed
to Australia’s global ranking of first place out of 134
countries in the GSM Association’s 2016 Mobile
Connectivity Index.95
Deloitte estimates that mobile take-up in Australia has
provided long-term productivity benefits and contributed
2% of GDP (or $34 billion) to the economy in 2015. 96
Deloitte also considers that mobiles enable a more flexible
workforce, leading to additional labour force participation,
which is estimated to be worth $8.9 billion per year on
average in GDP (equivalent to the creation of 65,000 fulltime jobs per year).97

3.5.3

Internet access

Since Ai Group’s The Business End of Broadband report in
2013, the technology mix for internet access has changed,
enabling faster internet speeds and greater volumes of
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data downloads.
State of Australian internet access
Access type and speed
According to the ABS, by the end of 2015-16, 99% of all
internet subscribers (business, government and
households) had broadband data connections (see Chart
17).98

downloaded by Australians is also increasing at an
exponential rate, tripling since December 2013 (see Chart
18).104
Chart 18: Data downloads by connection type through
Australian ISPs with 1,000+ subscribers

“Fibre continues to be the fastest growing type of
internet connection”
– ABS (2016)

As of December 2016, 83% of all users with broadband
reported advertised speeds of more than 8 Mbps in
December 2016, up from 63% in December 2013.99 58% of
broadband users reported advertised speeds of more than
24 Mbps, up sharply from 17% in December 2013.100
Chart 17: Australian internet subscriptions – proportions
by connection speed

(a) Fixed line includes DSL, cable, fibre and other fixed line broadband.
(b) Wireless includes satellite, fixed wireless, mobile wireless via a datacard, dongle,
USB modem or tablet SIM card and other wireless broadband. Excludes data
downloaded via mobile handsets.

Source: ABS

Similarly, IP traffic or the flow of data across the internet
has also exponentially increased, particularly over the last
decade, according to Cisco.
Chart 19: Global IP traffic
80
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Source: ABS

30

The most common types of broadband services are
delivered via mobile wireless (45% of broadband
connection types in December 2016) and DSL (35%). 101
Notably, DSL is declining by 6% since December 2015.102
However, there may be a shift, with fibre (11%) showing
the fastest growth from a low base, rising more than 122%
since December 2015 alone.103
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Sources: Cisco and OECD

The immense growth of IP traffic has slowed in recent
years to a still-impressive 42% growth from 2013 to

Supported by high speed broadband, the volume of data
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2015.105 The OECD suggests this slower growth may reflect
maturing internet adoption (see Chart 19).106

Chart 20: Australian business’ internet access by industry

Working from home
Improved technology and workplace flexibility enable
more people to work from home. In 2014-15, 44% of
employed persons reported accessing the internet for
home based work: 16% for their own business, 16%
occasionally for an employer, and 17% regularly for an
employer.107
“White collar” workers were the most likely to access the
internet to work from home, with 66% of managers and
professionals doing so. Machinery operators and labourers
were the least likely to do so, at 16%.108
Access by sector
While only 5% of businesses overall lack an internet
connection, there is significant sectoral variation.
Unconnected businesses are rare in mining (0.7%),
information media and telecommunications (1.3%), and a
range of services businesses, but more common in
construction (4.4%), manufacturing (5.7%), retail (5.9%),
transport (7.3%), agriculture (10.6%) and hospitality
(11.6%).109 There are still many businesses that do not see
the value of internet access (see Chart 20).
Turning to the residential sector, 14% of households have
no access to the internet. 110 The most common reasons
cited are that the internet is unnecessary, a lack of
confidence or knowledge (22%), or that access is too
expensive (16%). 111 Households with no internet access
are more common in outer regional (20.7%) and remote
(21.5%) areas.112 This suggests a continuing digital divide.
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Source: ABS

The NBN
The National Broadband Network (NBN), operated by
nbnco, is increasingly central to Australia’s digital activity.
According to nbnco’s latest corporate plan, “nbn’s key
objective is to ensure all Australians have access to fast
broadband as soon as possible, at affordable prices, and at
least cost”.113
The potential economic benefit of the NBN is significant.
The Centre for Energy-Efficient Telecommunications
(CEET) modelled the long term boost to real GDP from the
NBN at 1.8%, compared to a scenario where copper-based
ADSL remained the most common form of fixed-line
broadband.114

“The economy itself will be nearly 2% larger than
it would have been without the NBN”
– Centre for Energy-Efficient Telecommunications (2015)

A key challenge for the NBN is to rapidly bridge the digital
divide in underserved areas. Other challenges for the NBN
rollout include access to sufficiently skilled workers,
deploying technology that keeps pace with technological
change, and remaining competitive in light of new
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competing business models.
The NBN model is also an area of ongoing political debate,
including whether a fibre-to-the-premises (FTTP) or multitechnology mix (MTM) approach is more appropriate. The
NBN is now taking an MTM approach. nbnco considers that
this “optimises for long term value and speed of rollout at
the lowest cost to taxpayers”.115
The approach includes FTTP; fibre-to-the-node (FTTN);
fibre-to-the-basement; hybrid fibre coaxial (HFC); fixed
wireless; and satellite. 116 The choice of technology
deployed will depend on location and seek to minimise
peak funding, maximise speed of rollout, optimise
economic returns, and enhance the viability of the NBN.117

service, and 1.1 million were activated. These figures had
doubled since 2014-15 (see Chart 22).120
By 2020, nbnco aims to deploy 10.9 million premises in the
fixed line footprint and activate 8.1 million (see Charts 23
to 25).121
The acceleration in NBN deployment in recent years has
been positive. However, the bulk of the rollout remains to
be completed in most regions, and 2017 will be a critical
year. Achieving the current plan’s goals will be critical to
meet customer expectations, bridge the digital divide for
underserved regions, and bring down barriers to global
competitiveness.
Chart 22: Deployed and connected NBN premises

Table 2 below sets out the technology mix as envisaged in
the most recent nbnco corporate plan.118 It is unclear how
much this will be varied by the decision to decommission
the bulk of the Optus HFC network rather than incorporate
it into the NBN.
Table 2: Premises covered by each NBN technology

Source: nbnco

Chart 23: Planned NBN premises to be deployed

Source: nbnco

Wholesale peak speeds will also vary from 12 Mbps to
1 Gbps download data rates, and 1 Mbps to 400 Mbps
upload (see Chart 21).119

Source: nbnco

Chart 24: Planned NBN rollout by state

Chart 21: NBN wholesale speed tier mix

Source: nbnco

Source: nbnco

By the end of 2015-16, 2.9 million premises were ready for
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Chart 25: Planned NBN premises to be activated

traffic as well as non-data centre traffic.127
Notwithstanding the different broadband speeds reported
for Australia, there is a common pattern: Australia is
relatively behind other countries in terms of broadband
speeds.

Source: nbnco

Overseas broadband comparisons
Australia lags other advanced economies in terms of
average connection speeds.
Cisco puts our average fixed broadband speeds at 18 Mbps
versus 25 Mbps globally, though they forecast the gap to
narrow to 44 Mbps versus 48 Mbps by 2020.122
Akamai’s data ranks Australia 51st in the world in terms of
average connection speed of 10.1 Mbps.123 While Akamai’s
latest report did not report on average peak connection
speeds on this occasion, as a guide, it ranked Australia 57th
in the world in terms of average peak connection speeds of
46.9 Mbps in its previous quarterly publication.124
Differences between the reported figures are due to the
different methodologies used to calculate broadband
speeds. For instance, Akamai’s calculations for connection
speeds are based on the reach of its platform; it also
excludes traffic identified from major cloud hosting
providers where data centres typically have extremely fast
internet connections. 125 There may also be a distinction
between retail broadband speeds delivered across a range
of different service providers reported in Akamai’s report
versus wholesale broadband speeds, especially in the case
of the NBN. 126 Cisco’s projections for broadband
connections are also sourced from a variety of sources as
inputs; its forecasts also consists of data centres-to-user
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And in terms of broadband speeds higher than 15 Mbps
(towards nbnco’s minimum reported retailer tier speeds),
Australia is ranked 49th with 16% penetration.128
Australia’s low rankings suggest more needs to be done to
ensure that broadband does not become an inhibitor to
competitiveness in the digital age.

3.5.4

Big data

A PwC study examined business decisions, the types of
analytics businesses rely on to support their decisions, and
the extent to which these analytics are based on data.129
Two-thirds of businesses surveyed considered there was
scope to use more data analysis to support their decisions,
rather than intuition.
With increasing use of digital technologies that generate
very large amounts of data, we are seeing a rise in “big
data” – the computer-aided or automated analysis of
extremely large data sets to yield useful insights. Many see
data as an underutilised resource and an untapped
opportunity, as well as a source of new risks for businesses.
There is also the potential threat of competition from more
data-innovative companies.
A paper by the Productivity Commission suggests greater
access and availability to data can offer the following
benefits to the economy and society:
 Efficiency – lower the costs that businesses and
governments incur in providing goods and services or
allow them to better target their products to consumers.
 Empowerment – empower consumers to make decisions
based on what best suits their situation and assess what
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is available.
 Competition – create market opportunities for new
businesses, or enable existing businesses to expand into
new areas, thus fostering more competitive markets.
 Innovation – break down information gaps within and
across parts of the economy, potentially providing the
building blocks for new products and processes.
 Accountability – shed light on the effectiveness of
existing and past government interventions, improve the
design of future policies and programs, enable
community scrutiny of the evidence base … used to
support policy interventions, and generally sharpen
incentives for governments to perform well.130

“By utilizing data, manufacturing organizations
can realize benefits of up to $371 billion globally”
– Capgemini Consulting (2016)

While there are potentially broad benefits from data
insights, it is important for businesses to quantify their own
return on investment in big data.
For instance, in manufacturing, Capgemini estimates that
utilising data could provide companies realised benefits
worth up to $371 billion globally.131 This is comprised of
data-driven gains in employee productivity of $162 billion,
operational improvement of $117 billion, product
innovation of $55 billion, and consumer-facing processes
of $38 billion.132
There are also business risks in managing data, including:
privacy; trust; commercially sensitive information;
ownership; intellectual property; and operational costs.
Regulatory and compliance risks are also important. For
example, the Federal Government recently introduced the
mandatory data retention and mandatory data breach
notification schemes. The Office of the Australian
Information Commissioner is also developing a guide to big
data with respect to the Australian Privacy Principles. Every
legislative scheme involves regulatory burdens and costs

for doing business.

3.5.5

Cloud computing

Cloud computing allows computation, data storage and
more to be offered as an easily scalable and widely
accessible service, rather than as locally bound
infrastructure. Business use of cloud computing is
continually evolving.

“Cloud traffic will nearly quadruple by 2020”
– Cisco (2016)

A global 2017 survey by RightScale found that there is a
growing trend towards businesses adopting public cloud,
while hybrid cloud remains the preferred approach and
private cloud adoption is flattening.133 As cloud maturity
grows, businesses are seeing more benefits, including
faster access to infrastructure, greater scalability, higher
availability, and faster time-to-market. 134 However, this
maturity has shifted growing business user concerns to
cloud costs, while security is more of concern for
beginners.135
Other benefits of using the cloud for businesses may
include: reduced IT costs; scalability; business continuity;
collaboration efficiency; flexibility of work practices; and
access to automatic updates.136
On the other hand, cloud computing raises issues including
privacy, security and ownership that need to be
considered.
Australia is a rapid adopter of cloud, ranking 6th out of 24
countries in BSA’s 2016 Global Cloud Computing
Scorecard. 137 BSA credits Australia’s strong international
cooperation, open trade and interoperability, modern
cybercrime laws, comprehensive eCommerce laws and IP
protection, and developed IT infrastructure. 138 However,
Australia is held back from higher performance by the new
data retention laws and limited NBN coverage, leading to a
fall from 2nd place in 2015.139
Australia also ranks highly in Asia, reaching 4th place in the
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Asia Cloud Computing Association’s (ACCA) 2016 Cloud
Readiness Index.140 The ACCA identifies economic stability
and reliable infrastructure as low risk factors for managing
data centres. 141 However, Australia’s ranking has been
weighed down by its high corporate tax rates, labour costs
and lower environmentally sustainable energy supply. 142
The ACCA also identifies regulatory barriers for Australian
businesses to invest in global cloud services from changes
in data localisation and website blocking laws, as well as
Australia’s new data retention laws.143
Looking into the future, Cisco predicts that global cloud
traffic (a proxy for cloud services) will nearly quadruple by
2020. 144 This is based on expected demand from
“increased migration to cloud architectures due to their
ability to scale quickly and efficiently support more
workloads than traditional data centers”.145 The types of
application workloads contributing to this growth are:
business-related including IoT, analytics, database,
collaboration and compute; and consumer-related
including video and social networking.146 Other factors that
could increase future demand for cloud services include
increasing digitisation, widespread adoption of IoT
connections and applications and the storage of data that
these generate, growth of mobility, and the growth of
M2M connections and applications.147

3.5.6

Emerging technologies and trends

Digital technologies are continually evolving, and there are
many views about the next technology trends emerging
over the medium to long term horizon.
The WEF lists ten emerging technologies: nanosensors and
the Internet of Nanothings; next generation batteries;
blockchain; 2D materials; autonomous vehicles; organson-chips; perovskite solar cells; open artificial intelligence
(AI) ecosystems; optogenetics; and systems metabolic
engineering.148

in intelligent automation, liquid workforce, platform
economy, and predictable disruption.149
Deloitte predicts the following technology trends
impacting businesses over the next 18 to 24 months:
 IT unbounded – IT is becoming more integral to business
functions and relationships beyond IT’s traditional
boundaries;
 dark analytics – new insights into unstructured data is
becoming more possible with advances in technology;
 machine intelligence – the rapid evolution of cognitive
tools such as machine learning is helping businesses to
improve decision-making, enabling complex analytics
about customers and employees, and automating more
difficult tasks;
 mixed reality – companies are beginning to explore
practical use cases for integrating augmented reality,
virtual reality and IoT;
 inevitable architecture – more businesses are
introducing flexible IT architectures to help drive
efficiency, reduce operating costs, and to deliver faster,
flexible and rapid results;
 everything-as-a-service (XaaS) – business capabilities,
products and services are being seen more as a
collection of horizontal service offerings accessible
across organisational boundaries rather than treated as
traditionally vertical offerings, enabled by reviewing
legacy core IT assets;
 blockchain: trust economy – in addition to bypassing
intermediaries in transactions (such as in contractual
agreements), blockchain is creating value as a trusted
system and enabler for transparency; and
 exponential
technologies
driving
business
transformation including energy storage, quantum
computing and nanotech.150

Accenture suggests emerging technology trends will arise

EY considers eight megatrends with the following
questions: Is every industry now your industry? What
intelligence will we need to create a smart future? When
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machines become workers, what is the human role? How
will individual behaviour impact our collective future? How
will you change buyers into stakeholders? In a fastchanging world, can cities be built with long-term
perspective? With growing health needs, is digital the best
medicine? Can innovation make the planet resource rich
instead of resource scarce?151

A high-level breakdown of these technologies and
applications mapped onto a timeline of maturity and
adoption is shown in Figure 6.153
Amidst this jungle of technological jargon, it remains to be
seen which if any of these trends and technologies will
grow to fruition and be relevant to businesses.
The underlying conundrum in
this discussion is dealing with
change, emerging technologies
and their impact on businesses.
This is not new – it is an issue
that businesses experienced in
each
of
the
industrial
revolutions.

Figure 6: Gartner’s 2016 Hype Cycle for Emerging Technologies

That said, the pace of change in
technology and its broader
impact on traditional business
models, as well as the economy
and society as a whole, are
expected by many to be faster
and more intense than in the
past.

Source: Gartner

Gartner considers that businesses experiencing rapid
digital innovation need to focus on three groups of
emerging technology trends: transparently immersive
experiences; the perceptual smart machine age; and the
platform revolution.152
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Appendix A – 2016 National CEO
Business Prospects Survey: Survey
participants
Responses were received from the CEOs of 248 businesses across Australia in October and November 2015. Together, these
businesses employed around 97,300 people (400 people each on average) and had an aggregate annual turnover of around
$42 billion in 2015.
All Australian States (except Tasmania) and all major non-farm private-sector industries are represented in this CEO survey.
The manufacturing sector contributed the highest proportion of respondents (64.5%). Manufacturing’s share of this sample is
higher than its share of national production (around 6%). Victoria was somewhat over-represented in the sample, relative to
other states.
The data presented in the summary section of this report were weighted by industry (based on ABS estimates of their valueadded contribution to GDP in 2015) in order to adjust for these characteristics of the sample. The analysis for each of the four
industry groups was not affected.
CEO Survey: Business Prospects 2016
Number of respondents

% of respondents

15

6.0

ABS data (2014-15)
Value added output,
% of GDP
8.4

160

64.5

6.1

Construction

27

10.9

7.6

Services

46

18.5

52.6

248

100.0

74.7

CEO Survey: Business Prospects 2016

ABS data (2014-15)
Gross state product,
% of GDP
31.9
22.4
19.0
15.4
6.1
2.2
1.4
1.6
100

Industry
Mining and mining services
Manufacturing

Total

State
NSW
Vic
Qld
WA
SA
ACT
NT
Tas
Total

Number of respondents
65
111
46
2
24
248

% of respondents
26.2
44.8
18.5
0.8
9.7
100

The services sectors represented in this sample include: IT, communications and media services; transport, post and storage
services; wholesale trade; retail trade; finance and insurance; real estate and property services; professional services;
administrative services; health and welfare services; education; hospitality (food and accommodation services); arts and
recreation services; and personal services. These industries do not sum to GDP due to the exclusion of utilities (3% of GDP),
public administration (5%) and agriculture (2%) and additional statistical items that are included in GDP.
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Appendix B – 2016 National CEO
Business Prospects Survey:
Questionnaire
1. Record number (for data processing purposes only. All responses are confidential and de-identified)
2. Postcode
3. In which industry does your business mainly operate? Please tick one box only, for your main activity
 Mining and/or mining services (e.g. exploration, mining
engineering or mining processing)

 Construction (e.g. engineering, infrastructure, commercial,
residential construction or contracting)

 Manufacturing (e.g. making food, beverages,
chemicals, equipment, building materials, metals, textiles,
furniture)

 Services (e.g. retail, wholesale, transport, post, IT, media,
health, education, cafes, hotels, entertainment)

 Other industry (please specify): ______________________________________________________
4. What was your approximate annual turnover in 2015?
5. How many people did you employ in 2015?
6. If exporting, what was the total value of exports for your business in 2015?
$ _____
7. Approximately what percentage of all your inputs (by value) were sourced offshore in 2015? ______%
$ ______
8. By what percentage did the following factors change in your business in 2015, compared to 2014?
No change (tick if

_____ people
Up (write in %)

Please complete one box only for each:

Down (write in %)

Annual turnover

____________ %



___________ %

Gross profit margin

____________ %



___________ %

Number of employees

____________ %



___________ %

Spending on staff training

____________ %



___________ %

Spending on physical capital (e.g.
buildings)

____________ %



___________ %

Spending on research & development

____________ %



___________ %

Spending on new technology

____________ %



___________ %

Export income

____________ %



___________ %

Input prices

____________ %



___________ %

Energy prices (inputs)

____________ %



___________ %

Selling prices

____________ %



___________ %

Labour productivity (output per hour
worked)

____________ %



___________ %

 Worse

 No change

 Better

General business conditions in your sector
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9. If your labour productivity changed in 2015 (up or down), what were the main factors? Please list factors
___________________________________________________________________________________________
10. Did you change any parts of your business model, plan or strategies in 2015 due to business conditions?
 Yes

 we don’t have a formal business model, plan or strategy

 No

If yes, what did you change in 2015? _______________________________________________________________
11. IF your business was EXPORTING in 2015 or is planning to export in 2016, at what AUD/USD exchange rate do
your exports become uncompetitive with products from other countries? _________US cents
12. IF your business was competing with IMPORTS in the Australian market in 2015, at what AUD/USD exchange rate
do your products become uncompetitive with imported products from other countries? _____US cents
13. How did the lower Australian dollar affect your business in 2015? ________________________________
14. Did your business use any digital technologies in 2015? Please tick all that apply
 Cloud computing services

 Mobile applications

 Machine to Machine (M2M)

 Big data mining services

 Video calls/conferencing

 Cyber-security protection

 Company website

 Sensor networks

 Other
______________________

15. What factors influenced your decision to invest in digital technologies in 2015? Please tick all that apply
 Improve customer services

 Access to capital

 Tax rates / R&D tax concessions

 Keep up with competition

 Improve productivity / costs

 Employee location flexibility

 New revenue stream / market

 Did not invest in digital technologies in
2015

 Other ______________________

16. What factors inhibited you from investing more in digital technologies in 2015? Please tick all that apply
 Too expensive

 Not convenient

 Outsourced

 Not relevant or dislike

 Slow internet

 Security concerns

 Lack of skills / knowledge

 Other
____________________

17. What type of internet connection did your business use in 2015? Please tick all that apply
 ADSL

 Mobile / Wireless

 Satellite

 NBN

 Dial up

 Don’t know__________

18. Did your business internet connection suffer from unusually slow access or drop-outs in 2015?
Please tick one
 Frequently

 Infrequently

 Never

 Don’t know

19. How much more than in 2015 is your business willing to pay for faster internet speed in 2016?
_______ % increase
20. Approximately what percentage of your total sales came via online or digital channels in 2015?_______%
21. What effects on your business do you expect from digital technologies in 2016? Please tick all that apply
 Increased productivity

 Access to new markets

 Increased competitiveness

 Don’t know

 Improved customer
service

 Access to new services

 Improved collaboration

 Other ________
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22. To what degree does your business have the skills to benefit from digital technologies in 2016? Tick one
 None

 Low degree

 Medium degree

 Don’t know

 High degree

23. How will your business improve your use of digital technologies in 2016? Please tick all that apply
 No action

 Outsource

 Employ new staff

 Train existing staff

 Other _______________

24. Do you expect the following factors to change in your business in 2016, compared to 2015?
Down

No change

Up

Annual turnover







Gross profit margin







Number of employees







Spending on staff training







Spending on physical capital







Spending on research & development







Spending on new technology







Export income







Input prices







Energy prices (inputs)







Selling prices







Labour productivity (output per hour worked)







General business conditions in your sector







Please tick one box only for each factor:

25. What key growth strategies do you plan to implement in your business during 2016?
Please rank all relevant strategies, starting with 1 as your most important strategy
Introduce new products/services

Downsize / reduce operational costs

Improve sales of current products/services

Increase online presence / capability

Develop new domestic markets
______
______
Develop new overseas markets

Increase advertising / marketing
______
______
Other (please specify):__________________

26. What factors do you expect will inhibit your business growth in 2016?
______
______
Please rank all relevant inhibiting factors, starting with 1 as______
your most important inhibiting factor
______
Lack of customer demand ______
Government regulatory burden ______
High and/or variable exchange rate ______

Competition from imports / internet sellers______

Flexibility of industrial relations ______

Wage pressures or high wage costs______

Skills shortages ______

Other (please specify):
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Appendix C – 2016 Global Digital
Competitiveness: Australia
The World Economic Forum’s (WEF) Global Information
Technology Report 2016 provides an assessment of the
ability of businesses and the wider community to utilise
information and communications technology (ICT) in
support of growth, competitiveness and development. It
then ranks their ability across 143 countries for 2016. The
Report is based on research conducted by the WEF and its
network of Partner Institutes. Ai Group is the WEF’s
Partner Institute in Australia.

individual ICT usage is high in Australia by global standards,
there is significant room for improvement in the level of
business and government investment, adoption and use of
ICT.
Chart 26: Australia’s Networked Readiness Index (NRI),
score and ranking

In the 2016 Report, Australia’s ranking for “digital
competitiveness” slipped to 18th place in 2016, from 16th
place in 2015. This reversed the small improvement seen
in 2015 to 16th place, from 18th place in 2014. It is well over
a decade since Australia has been in the top 10 of nations
for digital competitiveness; Australia achieved its best ever
ranking of 9th place, in 2004 (see Chart 26).
Australia’s ranking has tended to trend lower over the past
decade, despite a slow improvement in our national
“networked readiness index” (NRI) score, from a low of 5.1
points in 2010 and 2011, rising to 5.5 points in 2015 and
2016 (see Chart 26). This suggests that Australia has made
small improvements in digital readiness over the past five
years but that this has not been enough to keep up with
global ICT developments. Many other countries have
leapfrogged ahead of Australia with regard to their ICT
readiness and moved up these rankings as a result.
The 2016 Report highlights that, despite a number of
existing measures and the progressive rollout of the
National Broadband Network, there is a clear urgent need
for Australia to do more to improve its digital
competitiveness. In particular, more Australian businesses
must embrace ICT and improve their ICT capabilities, in
order to innovate and compete.
The Report also highlights the need for effective national
policies that encourage business access to (and uptake of)
ICT as well as promoting Science, Technology, Engineering
and Mathematics (STEM) skills, in order improve outcomes
from new ICT technologies in business.
In 2016, improvements in Australia’s ICT-related business
environment (including business innovation and the
regulatory environment) were outweighed by declines in
the state of our ICT readiness, especially with regard to
Australia’s relatively expensive fixed broadband. While
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Source: WEF

Six of the top ten countries (dominated by Singapore,
northern European countries and the US; see Table 3) are
already seeing significant economic benefit from high
levels of business ICT adoption. These countries are
embracing digital technologies, are already utilising them
for their economic benefit, and have key business sectors
that are keenly focussed on digital technologies as central
elements of their operations.
The 2016 Report is firmly rooted in the context of the
“fourth industrial revolution” that was heralded by the
WEF earlier in 2016. An overarching theme in the Report is
a global call for businesses and governments to more
actively embrace digital technologies and innovation. A key
finding in 2016 is that even in the better-performing
countries, many businesses and governments are still
missing out on the potential benefits – and may be left
behind – as the global technological landscape evolves
rapidly.
In 2016, Australia generally performed above the WEF
average for high-income countries in each of the four
indicator categories that contribute to the Networked
Readiness Index (NRI) score (see Figure 7). These four
indicator categories are: environment (that is, the business
and regulatory environment); readiness; usage; and
impact.
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Table 3: WEF Top 20 NRI rankings for 2016
Rank
Country
Rank
Country
1
2
3
4
5
6
7
8
9
10

Singapore
Finland
Sweden
Norway
United States
Netherlands
Switzerland
United
Kingdom
Luxembourg
Japan

11
12
13
14
15
16
17
18
19
20

Denmark
Hong Kong
South Korea
Canada
Germany
Iceland
New Zealand
Australia
Taiwan
Austria

Source: WEF

other advanced countries, causing the overall ranking for
Usage to slip, despite relatively strong usage among
individuals.
 21st place in the Impact sub-index, down from 19th place
in 2015 and further down from the highest rank of 16th
place in 2012. 154 This indicator measures the broad
economic and social impacts accruing from ICT in each
country. The main reason for the deterioration in
Australia’s rank in 2016 was the relatively small positive
economic impacts from ICT identified in Australia. This
reflects, in part, the lower usage of ICT among Australian
business and government as opposed to individuals.
Figure 7: Australia’s NRI in 2016: sub-indexes

These four categories are in turn constructed from 53
individual indicators that are calculated from a range of
international data and information sources.
Australia's rankings have generally been falling in the
Environment, Usage and Impact categories over the last
decade. The Readiness indicator had been improving,
however in 2016 Australia’s ranking on this measure
appears to be deteriorating also, as other countries
perform relatively better and move up the ranks. In the
2016 Report, Australia was ranked:
 16th place in the Environment sub-index, up from 17th
place in 2015 and down from a peak of 8th place in 2007.
This indicator gauges the “friendliness” of a country’s
market conditions and regulatory framework in
supporting ICT-related entrepreneurship, innovation
and development.
 10th place in the Readiness sub-index, down from a high
of 7th place in 2015. This decline was mainly driven by
deterioration in digital affordability. This indicator
measures the extent to which a country has in place the
infrastructure and other crucial factors such as
affordability and skills, to support the adoption of ICT
across businesses and the wider community.
 22nd place in the Usage sub-index, down from 20th place
in 2015 and well down from a peak of 11th place in 2008.
This indicator assesses the extent of ICT adoption by
each country’s main user groups including government,
businesses, and individuals. In 2016, Australia’s
government and business usage scores lagged behind

154

Source: WEF

The ICT ‘impact’ sub-index was introduced in 2012 and backdated,
based on data that was previously embedded in other sub-indexes.

THE AUSTRALIAN INDUSTRY GROUP Business Beyond Broadband

47

Within the Environment sub-index, Australia’s global
ranking for the political and regulatory environment, which
measures the extent to which a country’s political and
regulatory environments facilitate ICT penetration and the
development of ICT-related business activities, climbed to
13th place in 2016 from 15th place in 2015. However, this is
still significantly lower than the 7th place ranking achieved
in 2011. In particular:
 Australia’s relative performance on laws relating to ICT
(e.g. electronic commerce, digital signatures and
consumer protection) deteriorated again to 29th place in
2016, from 28th place in 2015 and a long way from 3rd
place achieved in 2004.
 Australia’s relative performance on intellectual property
protection (including anti-counterfeiting measures)
improved to 13th place in 2016 from 17th place in 2015,
but is still well below its peak of 10th place in 2009.

Investment procedures by government remain
unconducive to encouraging ICT-related innovation,
relative to those in other countries.
 On other business and innovation environment
indicators, Australia maintains a relatively high rank for
the number of days to start a business, coming in at 6th
(down from 4th in 2015); 5th place for software piracy
measures (same as in 2015); 6th place for our tertiary
education enrolment rate (same as in 2015) and 9th place
for the intensity of local business competition (8th in
2015).
Chart 27: Australia’s ranking on business and innovation
environment measures: total tax rate, venture capital
availability and government procurement of ICT*

Also within the Environment sub-index, Australia’s rank for
business and innovation environment is unchanged at 23rd
place in 2016. This pillar gauges the extent to which the
business environment supports entrepreneurship and
innovation. It takes into account for example, measures of
red tape, the ease of starting a business and the complexity
of taxation. In the 2016 Report, Australia is ranked:
 101st place on total tax rate, down from 81st place in 2008
(see Chart 27). This indicator measures the sum of a
country’s taxes (including company tax, labour tax,
property tax and GST) as a percentage of total
commercial profits. Although total tax as a percentage of
profits declined over these years, governments in other
countries have done more in terms of lowering tax rates
to encourage ICT adoption and investment. Relative to
most other countries, total tax paid by businesses in
Australia is uncompetitive.
 40th place for venture capital availability, a significant
drop from 29th place in 2015. This indicates that finance
for entrepreneurs with innovative but risky projects is
relatively harder to obtain in Australia than elsewhere.
This in part reflects the subdued investment
environment in Australia currently, as well as a declining
trend in Australia’s investment appetite for ICT, with the
2016 ranking a long way down from Australia’s 2004
peak ranking of 7th for this indicator.
 70th place for government procurement of advanced
technology products. This is up from 73rd place in 2015
but far lower than Australia’s peak of 27th place in 2008.
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*Ranking for total tax rate available from 2008, government procurement
of advanced ICT products available from 2006.
Source: WEF

Australia’s recent positive performance in the Readiness
sub-index reversed in 2016, moving down to 10th place
from 7th place in 2015). The recent slide in global rankings
reveals some gaps in Australia’s skills and the relative lack
of affordability of ICT in Australia. Within the affordability
pillar in 2016:
 Australia’s mobile cellular affordability slipped to 19th
place from 14th in 2015. This remains a significant
improvement from Australia’s low of 128th place in 2012
(see Chart 28).
 Australia’s fixed broadband internet affordability
reversed the previous year’s gains, sliding to 100th place
in the global rankings, from 76th place in 2015. It remains
well below a peak ranking on this indicator for Australia
of 10th place in 2010.
In terms of the skills available to utilise ICT, Australia was
ranked 13th place in 2016, up from 17th place in 2015, and
coming closer to the peak of 11th place achieved in 2012.
This pillar is based on measures such as: the overall quality
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of the education system; mathematics and science
education; the enrolment rate in secondary education; and
adult literacy rates. While not in the global top 10 as yet,
Australia’s ICT-related skills rankings have improved and
this is encouraging. In particular, in 2016:
 Australia’s relative quality of education system ranking
improved to 13th place, from 19th place in 2015), but
remains down from its peak of 7th place in 2005 (see
Chart 29).
 Australia’s ranking on maths and science education
improved to 27th place, up from 38th place in 2015, but
lower than its peak of 9th place in 2004. The absolute
score for Australia for this key indicator declined over
this period, as well as the relative ranking, suggesting the
absolute quality of Australia’s maths and science
education may have worsened.
Chart 28: Australia’s ranking on cost of broadband and
mobile

Source: WEF

Chart 29: Australia’s ranking on quality of education
system, and quality of maths & science education

Source: WEF

The Usage sub-index assesses the extent of ICT adoption
by government, businesses, and individuals, including their
capacity to use, and actual use of, ICT in their day-to-day
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activities. In this category, Australia dropped to 22nd place
in 2016, down from 20th place in 2015, and well below its
best rank of 11th place in 2008. Within this category in
2016:
 Australia’s ranking on individual usage of ICT improved
to 13th place, from 15th place in 2015. This indicates that
more Australian individuals have access to and are using
ICT products and services (e.g. mobile phones, fixed and
mobile broadband subscriptions, personal computer
ownership and the use of social networks) compared to
recent years and compared to other countries (see Chart
30).
 Australia’s ranking in business usage remained at 24th
place in 2016, well down from a peak of 3rd place in 2004.
This suggests that the “early adopter” global advantage
that was gained by some Australian businesses over a
decade ago is now gone.
 More positively, Australian businesses inched higher to
25th place, from 27th place in 2015, in terms of their
capacity to innovate.
 Australia also improved its ranking for extent of staff
training, climbing to 24th place from 30th place in 2015.
The WEF interprets this indicator as a proxy for the
capacity of management and staff to innovate. While the
improvement is encouraging, these results suggest
Australian businesses are lagging behind their global
peers on skills and innovation, and have done so for
some time. Australian businesses need to increase the
integration of ICT into their day to day operating
environment and better develop staff skills in order to
utilise new technologies.
 Australia’s ranking for firm level technology absorption,
improved to 22nd place from 23rd place in 2015, but
remained down from its high of 15th place in 2013. This
indicator measures business uptake of new ICT into their
operations. It highlights that Australian businesses could
do more to adopt new technologies and embed these
into their operations.
 Australia ranks 25th place for business-to-consumer
internet use, well down on 2015’s ranking of 16th place.
Local businesses had previously been relatively
competitive in using the internet to sell their goods and
services to consumers; however Australia’s global
competitiveness in this area looks to be waning.
 Australia’s ranked 22nd for government usage, up from
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23rd place in 2015, but significantly lower than the high
of 5th place in 2010. This indicates that Australia’s
governments (federal and state) are underutilising ICT,
compared to their global peers. They are potentially
becoming less supportive of promoting the use of ICT
more widely.
 On the importance of ICT to government vision,
Australia’s ranking has slipped to 47th, from 40th in 2015.
This adds further weight to the view that Australia’s
governments should be better focussed on encouraging
ICT as a means of enhancing Australia’s growth
prospects.
Chart 30: Australia’s ranking on individual, business and
government use of ICT

Australia’s ranking on the Impact sub-index, which
measures the broad economic and social benefits accruing
from ICT, slipped to 21st place in 2016, from 19th place in
2015. Within this sub-index in 2016:
 Australia ranked 23rd place in economic impacts, up from
24th place in 2015). This highlights that Australia could be
doing more to harness the economic value-adding ability
of new technologies. Specifically, for the indicator of
impact of ICT on business models, Australian businesses
lag behind in implementing and leveraging new
technologies as part of their core operations, ranking at
41st.
 Australia’s ranking for social impacts improved, climbing
to 9th place from 14th place in 2015. This highlights that
Australia is making better use of ICT for basic social
services (including government social services) and for
education services than many of its peers. However, on
the related indicator of ICT use and government
efficiency, Australia ranks relatively poorly at 42nd place,
highlighting that Australia’s various federal and state
public services could make better use of ICT to enhance
their efficiency.

Source: WEF
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