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EXECUTIVE SUMMARY
The Australian Industry Group (Ai Group) welcomes the opportunity to comment on the Australian
Computer Society’s (ACS) discussion paper on a proposed voluntary cloud computing consumer
protocol (Cloud Protocol) in Australia.
Ai Group is a peak industry association in Australia which along with its affiliates represents the
interests of more than 60,000 businesses in an expanding range of sectors including: manufacturing;
engineering; construction; automotive; food; transport; information technology;
telecommunications; call centres; labour hire; printing; defence; mining equipment and supplies;
airlines; and other industries. The businesses we represent employ more than 1 million employees.
Ai Group’s interest in the discussion paper reflects our high proportion of members in the technology
sector as well as our numerous members outside the sector that are current or potential cloud
computing users. Our submission addresses two issues raised by the discussion paper:



Evidence of small to medium enterprises (SME) take-up and attitudes to cloud services and
potential barriers to adoption;
Whether a voluntary Cloud Protocol is the most effective means of addressing these
concerns.

Ability of Cloud Protocol to address barriers to SME take-up of cloud services
Ai Group considers that definition of cloud computing services provided in the paper is clear.
The issue of barriers to SME take-up of cloud computing is complex. Small and medium businesses
generally show lower take-up rates across key ICT indicators. The latest data from the Australian
Bureau of Statistics (ABS)’s Business Use of Information Technology series, for example, shows that
small businesses are significantly less likely to have a website compared to large businesses (34% of
compared to 97%) or to place orders online (48% of small businesses compared with 81% of large
businesses). The OECD’s 2012 Internet Economy Outlook report also found that in all countries and
across all measures of ICT indicators small companies lag in adoption compared with larger
businesses.
Lack of time, finance and skills are commonly cited barriers to lower ICT take-up rates. It is unclear to
what extent a Cloud Protcol would address these fundamental issues.
Ai Group has not been able to find a significant body of evidence on the extent to which consumer
concerns are holding back SME adoption of cloud computing services. For example, research
undertaken by the Australian Communications and Media Authority (ACMA) and quoted in The
cloud—services, computing and digital data as well as the ACS’s discussion paper considered
consumer attitudes to privacy and data protection, but not business attitudes specifically.
Similarly, the 2012 MYOB Australian SMEs and Cloud Computing study quoted in the ACS paper
found that while around four out of five SMEs claimed to not use cloud services, it was likely many
were using some form of cloud services without realising it, for example, Internet banking, for email
marketing, or to host the businesses’ website.
It also found that knowledge and interest were just as big a barrier as security concerns, for example,
27% of respondents claimed they lacked enough information about cloud services to make the right
business decisions and 22% of businesses expressed interest but had other more important business
priorities. This compares to 26% of respondents who were unsure about the security of storing data
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in one or more servers or overseas; 21% who were unsure as to whether data stored in the cloud was
as secure as data stored on a server located at the business’ premises; and, 16% who were unsure
who had ownership of data stored in the cloud.
In late 2012, Ai Group surveyed close to 350 CEOs about their investment in technology in 2012.The
survey asked what percentage of technology expenditure the company had spent on Internet / cloud
based software in 2012. The average was 11.5% but small businesses spent proportionately less, with
cloud-based expenditure accounting for 7.7% of total technology expenditure.
However, industry sector was a far more significant differentiator of the proportion of expenditure
on cloud based software than business size. On average, manufacturers spent just 2.9% of
technology expenditure on internet and cloud based software, compared with 48.6% for service
sector businesses, 28.2% for construction businesses and 1.9% of mining businesses.
As part of the same research project, focus groups were held with businesses across Australia. The
groups discussed technology investments, including cloud computing. SMEs were generally positive
about cloud computing, particularly as it offered a more level playing field than conventional ICT
software models. For example, they commented:
“We’d probably look at moving to a cloud type environment….we were quoted originally
$64,000 for a [software] package and now we can get it for a five grand connection to
the cloud.”
“Transactional costs should come down a lot because ordering and payment cycles
should be just automated… that should be more of an equaliser because… small
companies can be on par with big companies. You don’t have to spend a lot of money on
infrastructure.”
There was some recognition of the increasing complexity for SMEs of incorporating cloud services
within a business, with one company commenting
“We use the cloud…but…we’re running into problems now with [customers
questioning]…. the security… it’s becoming a real business challenge for us…They’re also
asking a lot of harder questions, some of which we just can’t answer because we don’t
know what levels of security we’re dealing with and we’re not in a super security
conscious world in terms of our data. We love the cloud but we’ve got to convince our
clients to love it too.”
However, a Cloud Protocol would be unlikely to assist SMEs address complex customer queries about
cloud computing services as these would ultimately hinge on the individual needs of the customer
and business and the configurability of individual services.
While we expect that the issues covered by the New Zealand CloudCode cited in the ACS’ paper, such
as data portability, business continuity, security and ownership of data and information, are relevant
considerations for SMEs, more work is needed to understand SME attitudes to cloud computing and
any barriers to take-up.
Necessity and effectiveness of a Cloud Protocol
Ai Group supports the findings of the ACMA’s The cloud—services, computing and digital data
discussion paper that a variety of strategies are needed to address barriers to cloud services take-up.
These include:
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Development of international and Australian standards
The regulatory stocktake proposed in the National Cloud Computing Strategy
Industry-led strategies to empower consumers and SMEs to make informed decisions about
cloud services.

Ai Group was not involved in the advisory group that recommended the establishment of the
protocol. However, based on the evidence we have seen, we do not consider that the case has yet
been made for a Cloud Protocol to be introduced in Australia.
As a general principle of good policy-making, Ai Group supports an approach that first defines the
problem and then investigates different options to address it, along with an analysis of the costs and
benefits of each approach. It is not clear to us that this work was done prior to the Cloud Protocol
being recommended.
While a Cloud Protocol may assist to build SME confidence in cloud services, it is possible that the
same outcome could be achieved through other less costly and time intensive means.
Before proceeding with the Cloud Protocol, we recommend the ACS considers whether there are
alternative measures the industry could undertake, such as the development of a short, plain English
checklist aimed at SMEs interested in purchasing cloud computing services. This could include a list of
questions or issues for SMEs to consider when selecting a provider or service. It could be based on
the issues dealt with the in the New Zealand code and the issues outlined in the ACS’ discussion
paper. This would address many of the issues that appear to inhibit SME take-up, but with a
substantially lower cost to produce and maintain.
There are also a number of pieces of work underway that may serve some of the same functions as
the Cloud Protocol or should at least be completed before a protocol is initiated.
Standards Australia's IT-038 Distributed application platforms and services (DAPS) technical
committee which is the mirror committee to ISO/IEC JTC 1/SC 38 Distributed application platforms
and services (DAPS) is extensively involved in international standards development work associated
with cloud computing. JTC 1 SC is shortly to be commencing work on SC38 N 881 which is a new area
of work relating to Service Level Agreements Framework and Terminology. Therefore, IT-038 has the
capacity to also look at the Cloud Protocol and other related areas. Given the well-established and
robust standards development process in Australia, it would be sensible to consider whether this
route could be employed to address any consumer issues arising from cloud computing before
introducing another voluntary protocol outside the standards framework which may impact or
possibly overlap with this work. This ensures a link between international standards making and work
undertaken in Australia, which is critical given the global, cross-border environment in which cloud
services can operate.
We would also support DBCDE completing the regulatory stocktake proposed in the National Cloud
Computing Strategy to identify if and where gaps exist in the current regulatory framework.
As the discussion paper notes, similar initiatives to the proposed Cloud Protocol have recently been
established overseas, such as New Zealand’s CloudCode and the Cloud Security Alliance’s STAR
registry. It may be prudent to monitor the success of these approaches before finalising the protocol
in Australia.
If the idea of a Cloud Protocol is investigated further, the following issues should be considered in
determining where it will be an effective solution:


The capacity to effectively promote the protocol to the intended audience of SMEs.
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The ability of the ACS to expeditiously review cloud solutions for inclusion in the protocol,
bearing in mind this is a rapidly expanding area of the market; that companies may offer a
number of products; that these products may be regularly updated; and, that some services
may be provided by overseas based companies.



The cost and administrative burden involved in signing up to the protocol. We would be
concerned, for example, if this burden were so high that it made compliance prohibitive for
new and smaller cloud providers, creating the impression they were less trustworthy than
larger competitors.



The rigour of the complaints process and the ability of the ACS to resource it, bearing in mind
that it can be time intensive and may require additional staffing resources. The New Zealand
Code, for example, has an extensive investigation and review process.



The ability of the protocol to balance conflicting and sometimes complex considerations. For
example, while in some instances overseas hosted data may give rise to concerns about
discrepancies between Australian law and the law in jurisdictions where data is hosted, in
other cases overseas hosting may fuel competition and lower service prices without
compromising data security or integrity. This may be beneficial for SMEs.



The potential for confusion about matters that can be dealt with by the Protocol, and
matters that are covered by other legislation, such as Australian Consumer Law and the
Privacy Act any by relevant standards.



Whether focussing solely on public and hybrid cloud services may imply these are less
trustworthy or suitable solutions compared with private cloud services, undermining the
consumer confidence that the protocol is designed to build.
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